CCNA TEST

Engi neering Journal and Wrkbook, Vol. 1 - Chapter 1 - Basics of
Conput i ng

1. Wiich of the follow ng best defines networking?

a. A set of rules or procedures that are either wi dely used or
officially specified

*b. A connection of conputers, printers, and other devices for the
pur pose of conmuni cation

c. A set of rules that govern how conputer workstations exchange

i nformation

d. A device connected to a conmputer to provide auxiliary functions

2. What is a connection of computers, printers, and other devices for
pur pose of conmuni cation?

a. Peripheral

*b. Network

c. Mainfrane

d. Protocol

3. Which of the following ternms is used in computing to refer to
physi cal parts or equi pnent?

*a. Hardware

Sof t war e

Pr ot ocol

Net wor k

» aowo

. Which of the following terms is used in conmputing to refer to
progranms or applications?

a. Hardware

*pb. Software

c. Peripheral

d. Network

5. Which of the following refers to devices connected to a conputer to
provi de auxiliary functions such as printing, added di sk space,
scanni ng, or CD- ROW?

a. Protocol

b. Software

*c. Peri pheral

d. Network

6. Wiy are individual PCs not efficient or cost effective for business
applications?

a. Individual PC use requires businesses to duplicate equi pnent and
resources.

b. It is difficult for businesses to conmunicate quickly or efficiently
usi ng i ndivi dual PCs.

c. It is difficult to provide nanagenent for operating individual PCs.
*d. Al of the above.

7. What is a standal one computer?

a. A conputer that manages data efficiently

b. A conputer that shares files and printers with other computers

*c. A conputer that operates independently from other conputers

d. A conputer that has a different operating system

8. What kind of computer operates independently from other conputers?
a. Minfrane

b. PC



c. Mac
*d. Standal one

9. Wiy did standal one conmputers become an inefficient and ineffective
way for businesses to operate?

a. Businesses had to duplicate equi pment and resources.

b. It was difficult to comunicate quickly or efficiently using

st andal one conputers.

c. It was difficult to provide managenent for operating standal one
conput ers

*d. Al of the above.

10. What does the term protocol nean in conputing terns?

a. Atool that lets Macintosh and PC conputers comrmuni cate with each
ot her

b. A universal translator that allows different kinds of conputers to
share data

*c. A description of a set of rules and conventions that govern how
devices on a network exchange infornmation

d. The Il anguage that all the conputers on a network nust use to
comuni cate with each ot her

11. Which of the follow ng best defines protocol ?

*a. A fornmal description of a set of rules and conventions

b. A device connected to a conputer to provide auxiliary functions
c. A group of people who are assigned to work as a team

d. The connection of conputers, printers, routers and sw tches

12. What is a formal description of a set of rules and conventions
cal | ed?

a. Peripheral

*b. Protocol

c. Standard

d. Network

13. Wy are protocols inportant?

*a. By setting rules, they allow different types of conputers to talk to
each ot her.

b. By consolidating the industry, they save conpani es nobney.

c. By forming electronic islands, they bypass the sneaker net.

d. By using comon carriers, they nanage data efficiently.

14. What mnust all conputers on a network be able to do for the network
to operate properly?

a. Print to a local printer

b. Connect to a tel ephone |ine

c. Use CD ROVs

*d. Speak the sane | anguage

15. A protocol allows which of the following to be linked into a
net wor k?

a. Only PC termnals and workstations

b. Only Maci ntosh conputers and peripherals

c. Only PCs to a nainfrane

*d. Any type of conputer terminal or workstation

Engi neeri ng Journal and Wbrkbook, Vol. 1 - Chapter 2 - The OSI Model
1. Wiich of the follow ng best defines standards?

*a. A set of rules or procedures that are either w dely used or
officially specified



b. A connection of conmputers, printers, and other devices for purposes
of comuni cation

c. A set of rules that govern how conputer workstations exchange

i nformation

d. A device connected to a conmputer to provide auxiliary functions

2. What is the OSI nodel ?

a. A conceptual framework that specifies how information travels through
net wor ks

b. A nobdel that describes how data nmakes its way from one application
programto another through a network

c. A conceptual framework that specifies which network functions occur
at each | ayer

*d. Al of the above

3. As described by the OSI nodel, how does data nobve across a network?
a. Directly fromeach |ayer at one conmputer to the corresponding |ayers
at anot her conputer

b. Through w res connecting each |ayer from conputer to conputer

*c. Down through the layers at one conputer and up through the |ayers at
anot her

d. Through layers in wires between conputers

4. \Wich best defines the function of the |lower layers (called the nedia
| ayers) of the OSI nodel ?

a. Provide for the accurate delivery of data between conputers

b. Convert data into the ones and zeros that a conputer understands

c. Receive data from peripheral devices

*d. Control the physical delivery of nessages over the network

Wi ch of the followi ng describes the host layers of the OSI nodel ?
Control the physical delivery of nessages over the network

Make up the lower layers in the OSI nodel

. Contain data that is nore |like ones and zeros than |ike human

| anguage

*d. Provide for accurate delivery of data between conputers

oop o

6. Which of the follow ng best describes the purpose of the physica

| ayer?

*a. Defines the electrical, nechanical, procedural, and functiona
specifications for activating, maintaining, and deactivating the |ink
bet ween end systens

b. Provides reliable transit of data across a physical |ink

c. Provides connectivity and path sel ection between two end systens
d. Establishes, manages, and term nates sessions between applications
and nanages data exchange between presentation |ayer entities

7. Wiich layer of the OSl nodel is concerned with physical addressing,
networ k topol ogy, line discipline, error notification, ordered delivery
of franes, and flow control ?

a. Physical |ayer

*b. Data link |ayer

c. Transport |ayer

d. Network |ayer

8. Which layer of the OSI nodel provides connectivity and path sel ection
bet ween two end systems where routing occurs?

a. Physical |ayer

b. Data |ink |ayer

*c. Network |ayer

d. Transport |ayer



9. Which layer of the OSI nodel is responsible for reliable network
conmmuni cati on between end nodes and provi des nmechanisns for the
establi shment, maintenance, and termination of virtual circuits,
transport fault detection and recovery, and information flow control ?
a. Physical |ayer

b. Data Iink | ayer

c. Network | ayer

*d. Transport |ayer

10. Which layer of the OSI nodel establishes, nanages, and terninates
sessions between applications and nanages data exchange between
presentation |ayer entities?

a. Transport |ayer

*b. Session |ayer

c. Presentation |ayer

d. Application |ayer

11. Which layer of the OSI nodel ensures that information sent by the
application layer of one systemw |l be readable by the application

| ayer of another system is concerned with the data structures used by
prograns, and negotiates data transfer syntax for the application |ayer?
a. Transport |ayer

b. Session |ayer

*c. Presentation |ayer

d. Application |ayer

12. Which layer of the OSI nodel identifies and establishes the

avai lability of intended comuni cation partners, synchronizes
cooperating applications, and establishes agreenent on procedures for
error recovery and control of data integrity?

a. Transport |ayer

b. Session |ayer

c. Presentation |ayer

*d. Application |ayer

13. Which of the follow ng best defines encapsul ati on?

a. Segnenting data so it will flow uninterrupted through the network
b. Conpressing data so it will nove faster

c. Muwving data in groups so it will stay together

*d. Wapping of data in a particular protocol header

14. What anal ogy m ght be used to describe encapsul ati on?. Encapsul ati on
is like a blueprint for building a car

*b. Encapsulation is |like sending a package through the mail

c. Encapsulation is like building a fence around your backyard.

d. Encapsulation is like driving a car to the store to buy groceri es.

15. What is a data packet?

*a. Logically grouped units of information.

b. Transni ssion devices.

c. Auxiliary function provided by peripherals.
d. Virtual circuits.

Engi neering Journal and Wbrkbook, Vol. 1 - Chapter 3 - LANs

1. What business problemresulting fromthe proliferation of standal one
conputers did networks sol ve?

*a. Inability to communi cate and | ack of nanagement

b. Losses due to | ack of business by conmon carriers

c. Inefficient use of information technol ogy professionals



d. Increasing |level of electromagnetic interference

2. What did early networks all ow?

a. Conmon carriers to finally nake a profit

b. Workers to copy files onto floppies and then carry the disks to a
coworker's PC to print

c. The duplication of resources to expand

*d. The easy and efficient sharing of files and printers

3. Wiich of the following is not a problemthat networking hel ped solve?
a. Lack of network managenent

*b. Lack of new hardware and software products

Duplication of equipnment and resources

Inability to comunicate efficiently

Wy is it desirable to network?

Don't have to duplicate equi pnent and resources

Makes it easy to conmunicate quickly or efficiently using standal one
conputers

c. Makes it easy to provide nmanagenent for operating standal one

conput ers

*d. Al of the above
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5. Wiy is networking a variety of networks together difficult?

a. People try to network different types of conputer systens together
*b. Emergi ng network technol ogi es use di fferent hardware and software
speci fications.

c. Inconpatibility due to hardware changes.

d. Conputer designers try to nake their own protocols and they are

i nconpati bl e.

6. Wiy are networking standards needed?

a. Many networks now cover wi de geographi c areas.

*b. Technol ogi es nmust be conpatible to all ow comunication
c. Hardware and software are continually being redesigned.
d. LANs, MANs, and WANs use different kinds of equipnent.

7. Wiy did networks experience problenms in the mnid-1980s?
*a. Many new network technol ogi es were inconpatible.

b. Enpl oyees preferred sneaker net.

c. Conmon carriers went bankrupt.

d. Everyone used the same hardware and software.

8.

Wiy did using different hardware and software cause probl ens once
net wor ks were established?
a. Networks cannot be forned if sone people have Macs and ot hers have
PCs.
b. Different hardware and software did not provide auxiliary functions
for the users.
*c. Different hardware and software inplenentations used in the new
t echnol ogi es were inconpati bl e.
d. Each departnent or business was not able to act as an electronic
i sl and; instead, they were forced to work together

9. What is a LAN?

*a. A network that connects workstations, term nals, and other devices
in a geographically Iimted area.

b. A network that connects workstations, termnals, and other devices in
a netropolitan area

c. A network that serves users across a broad geographic area and often
uses transni ssion devices provided by a conmon carrier



d. A network that covers a |larger area than a MAN

10. Which of the follow ng best describes a LAN?

*a. A data network connecting workstations, peripherals, termnals, and
other devices in a single building or other geographically limted area.
b. A data network that connects workstations, peripherals, termnals,
and ot her devices across a broad geographic area.

c. A data network that connects workstations, peripherals, term nals,
and ot her devices across a netropolitan area.

d. A data network that connects workstations, peripherals, terninals and
ot her devices within a single building.

11. What is a network that connects conputer equipnment in a single
bui | di ng cal | ed?

*a. LAN
b. WAN
c. MAN
d. DCN

12. A segnment of a network is

a. A section consisting of several interconnected conputers, such as a
LAN

b. A physical wire, such as CAT 5 cable of fiber optic cable

*c. Asingle PCthat is part of a LAN

d. A part of a network that has been tenporarily di sconnected

Engi neering Journal and Wbrkbook, Vol. 1 - Chapter 4 - Electronics and
Si gnal s

1. Which of the following correctly describes the type of signal carried
by the network nedia?

a. Coaxial cable carries pulses of |ight.

b. Unshielded tw sted-pair cable carries inpedance signals.

*c. Shielded twi sted-pair cable carries electrical inpulses.

d. Fiber-optic cable carries electrical inpulses.

Wi ch network media carries pulses of |ight?
Coaxi al cabl e
Fi ber-optic cable
Unshi el ded twi sted-pair cable
Shi el ded twi sted-pair cable
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3. Wiich of the following is an external source of degradation of the
signal on cabling?

*a. EM caused by electrical notors

b. RFI caused by light |eakage

c. | npedance caused by radi o systens

d. RFlI caused by lighting

4. Which of the follow ng describes cabling signal degradation by an
external source?

a. Poor cabling shield connection

*b. RFI caused by radio systemns

EM caused by twisting of wires

| npedance caused by electrical notors

What is the cause of crosstal k?

Cable wires that are too large in dianeter

Too nmuch noise in a cable's data signa

. Electrical notors and |ighting

d. Electrical signals fromother wires in a cable

roTpo 2o



6. How does crosstal k occur?

a. Two wires are placed in close proxinity to each other

b. NIC cards fail to discrimnate the noise fromthe data signal

*c. Electrical noise originates fromsignals on other wires in the

cabl e.

d. Wres in a cable absorb electrical inpulses fromsources outside the
cabl e.

What is a cost-effective nethod of liniting cable signal degradation?
Speci fy the naxi mum cabl e | engt h bet ween nodes.

Increase the size of the conductors in the cabling.

| mprove the type of insulating material

Use a braid or foil covering on wires as a shield.

o

How can cabl e signal degradation be linmted in a cost-effective way?
| mprove the type of insulating material
Pl ace sane-circuit wires close to each other
Use a braid or foil covering on wires as a shield.
I ncrease the dianeter of the conductor in the cabling.
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What is cancellation in networking nedia?

The magnetic fields of same-circuit wires cancel each other
External nmagnetic fields cancel the fields inside network cabling.
. Wres in the sane circuit cancel each other's electrical current
flow
d. Twisting wire pairs cancels the electrical inpedance in the wires.

O T *© o0

10. Which of the follow ng describes cancellation in cabling?

a. Wres in the sane circuit cancel each other's electrical current
flow

*b., Twisting wire pairs provides self-shielding within the network
nedi a.

c. The nmagnetic fields of wires on different electrical circuits cance
each ot her.

d. External nagnetic fields cancel the fields inside network cabling.

11. Which of the follow ng describes inpedance in networking nmedia?
a. | npedance involves resistance and reactance to current caused by
si gnal degradati on.

b. Electrical conmponents in the NIC cards create i npedance on the
net wor ki ng nedi a.

c. Signal degradation causes inpedance.

*d. Networking nedia i npedance needs to natch the NIC card el ectrica
conponent s.

12. When can i npedance degrade the signal in networking nmedia?

a. Wien resi stance opposes reactance

*b. When cabl e i npedance does not match NIC card el ectrical conponents
c. Wien networking nmedia is not properly shielded fromEM/RFI
interference

d. When cancell ation techni ques are not enpl oyed

13. Which of the follow ng best describes attenuation?
a. Term nation of a nmessage

b. Interception of a nmessage

*c. Weakeni ng of a nessage

d. lgnoring of a nmessage

14. How is data transmtted on a network?
a. As hexadeci nal code



b. As ASCI| text
c. As ones and zeros
*d. As voltage pul ses

15. Which best describes the states of digital signals?
a. Al phanuneric

b. Cctets

*c. On or off

d. Yes or no

16. What does the binary nunber 1 correspond to in a digital signal?
*a. On

b. One
c. The letter "A"
d. Of

17. What does the binary nunber O correspond to in a digital signal?
a. On

b. One
c. The letter "A"
*d., OFf

18. Which best describes a digital signal?

a. A sine wave of nornmal shape and anplitude

b. An electrical technique used to convey binary signals

*c. Language of conmputers with only two states, on and off, which are
i ndi cated by a series of voltage pul ses

d. Transmission sent by a transceiver back to a controller to let it
know the collision circuitry is functiona

19. How do conputers recognize digital signals?

a. They receive a broadcast signal fromthe network.

b. They | ook for ARP requests that match their |P address.

c. They nonitor the network connection for nodul ations.

*d. They neasure and conpare the signals to a reference point.

20. What is the signal reference ground?

a. Neutral contact point where the conmputer chassis and the network
connection neet

*b. Point used by devices to neasure and conpare inconmng digita
signals to

c. Device that the nane server uses to send nmessages over the network
d. Ground that prevents users fromreceiving shocks when power fails

21. What is the point used by a device to neasure and conpare incom ng
digital signals called?
a. |nput point
. Zero point
c. Null reference setting
*d. Signal reference ground

22. How is the signal reference ground established?

a. By connecting the ground wire to the network wire

b. By connecting the network wire to the junmper connector
*c. By connecting the ground plane to the computer's cabi net
d. By connecting the conputer chassis to the network cable

23. \What purpose does the conputer chassis serve?

a. Prevents electrical short circuits and electrical fires
*b. Signal reference ground and AC power |ine ground

c. Arplifies digital signals



d. Reduces el ectromagnetic interference

24, What is the nost likely cause of interference on a network?

a. | nproper cabling and jack choices

b. Electronagnetic interference fromradi os and other el ectrical devices
c. High voltage device in the vicinity

*d. Problens with the power ground

25. What is the nost likely cause of problens with the power ground?
*a. Length of the neutral and ground wires in electrical outlets

b. Excessive stripping or untw sting of cable

c. Equi pnent not located in clinmate controlled area

d. Poor quality cabling material used in network

26. What do long neutral and ground wires in electrical outlets act as?
a. Lightning rods

b. Amplifiers for digital signals

*c. Antenna for electrical noise

d. Line signal danpeners

27. How does el ectrical noise affect networks?

a. Shuts down the network

b. Burns out network devices, especially hubs

c. Reduces data transmi ssion speed through the network because error-
trapping routines are initiated

*d. Distorts or buries digital signals to the point that they becone
unr ecogni zabl e

28. How can the problem of electrical noise be avoi ded?

a. By limting the nunber and type of electrical devices near the LAN
*b. By working closely with your electrical contractor and the |oca
power conpany

c. By making sure all electrical devices are FCC and UL |isted

d. By installing surge suppressors on every network device

29. How can the problem of electrical noise be avoi ded?

a. By installing surge suppressors on every network device

b. By nmaking sure all electrical devices are FCC and UL |listed

*c. By getting a single power transforner dedicated to your LAN

d. By limting the nunber and type of electrical devices near the LAN

30. How can having a single power transforner dedicated to your LAN
reduce el ectrical noise?

a. You can detect and filter out fluctuations in line voltage before it
reaches your LAN

b. You can specify the size and capacity of the transfornmer.

c. You can place the transformer in a central |ocation

*d. You can control how and where devices such as nmotors or high current
devi ces are attached.

31. What does installing separate breaker boxes for each office area do
to electrical noise?

*a. Reduces chance of electrical noise.

b. Reduces need for surge protectors.

c. Elimnates need for a generator

d. Elimnates need for network rew ring.

Engi neering Journal and Wbrkbook, Vol. 1 - Chapter 5 - Layer 1:
Net wor ki ng Medi a



1. What type of fiber-optic cable is required by the EI A/ TlI A-568B
standard for horizontal cabling?

a. Two pair of 100 ohm cable

b. Two pair of 150 ohm cabl e

*c. Two fibers of 62.5/125 um nul ti node cabl e

d. Four fibers of 62.5/125 um nulti node cabl e

2. How can you deternine which category of UTP cable any cabling bel ongs
to?

a. By looking at the end connectors

*b. By reading the UL marking

c. By neasuring the cable dianeter

d. By the color of the cable sheathing

Wiy do networks need to use an access mnet hod?

a. To regul ate access to the networking nedia equitably

To regul ate the access of data into certain parts of networking nedia
To keep unwanted, foreign users from having access to the network

To prioritize data transm ssions so that inportant itens have greater
access
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4. Wiich of the followi ng best describes an access net hod?

a. The nethod used by software to access network file servers

b. The nethod used to verify users as authorized for access to the
net wor k

c. The way users access the network

*d. The way network devi ces access the network medi um

5. What access nethod is used by Ethernet?

a. Token header transm ssion protoco

b. Ethernet does not use an access et hod

*c. Carrier sense multiple access collision detect
d. Ethernet transm ssion carrier collision detect

6. Wi ch best describes carrier sense nultiple access collision detect
(CsSM/ CD) ?

*a. Devices check the channel to nake sure no signals are being sent
before transmtting data.

b. Devices transnit data and |listen to nake sure they are received
properly.

c. Devices transnmit a request prior to transmtting data over the
network and wait for an "all-clear" reply.

d. Devices nmonitor the channel continuously to track and nanage traffic.

Wi ch of the following is not a function of CSMA/ CD?
Transmitting and receiving data packets

Decodi ng data packets and checking them for valid addresses
Detecting errors within data packets or on the network

d. Ceaning up collisions on the network medi um
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8. Which of the follow ng best describes a collision?

*a. The franes fromtwo devices inpact and are danaged when they neet on
t he physical nedia.

b. Two nodes transnit at the sane tine and one data packet has priority
so it obliterates the | esser packet.

c. Two data transm ssions cross paths on the network media and corrupt
each ot her.

d. A data transnmission is corrupted due to an energy spi ke over the

net wor k nedi a.

9. Wiich of the follow ng best describes a backoff al gorithn?



a. A process wherein the network holds up sonme data so that other nore
i mportant data can get through

*b. The retransmi ssion delay enforced when a collision occurs

c. The signal that a device on the network sends out to tell the other
devices that data is being sent

d. A mat hematical function perforned by networking software that
prioritizes data packets

Engi neering Journal and Wrkbook, Vol. 1 - Chapter 6 - Layer 2: Data
Li nk Layer

1. Where do all conmunications on a network originate?

a. Peripherals

*b. Sources

Conput er s

Host s

Wi ch of the followi ng best defines a source?

Logically grouped units of information

Net wor k devi ce that receives data

Conput er that operates independently from other conputers
d. Network device that is sending data
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3. What is a source address?

a. A source address receives data and information from other conputers
in a network.

*b. A source address sends data and information to other conputers in a
net wor k.

c. A source address is infornmation that noves between conputers in a
net wor k.

d. A source address provides connectivity between conputers in a

net wor k.

4. \Were are all conmmunications on a network being sent?
a. Source

b. Conputer

c. Data link

*d. Destination

5. Which of the follow ng best defines a destination?
a. Logically grouped units of information

*b. Network device that is receiving data

Redundant use of equi pment to prevent data | oss
Net wor k device that is sending data

VWhat is another nane for |ink-layer addresses?
| P addr esses
Net wor k addr esses
Logi cal addresses
Physi cal addresses
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VWhat is another nane for |ink-layer addressees?
MAC addr esses

| P addr esses

Logi cal addresses

Net wor k addr esses

® -

VWhere are |ink-1ayer addresses usually | ocated?
. In the routing table

b. Oh the NIC

In the ARP cache

tp® 200 N
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In the nane server tables

d
9. On which layer of the OSI nodel are physical addresses |ocated?
a. Presentation |ayer

b. Session |ayer
*c. Data link layer
d. Network |ayer

10. Wiich is true about MAC addresses?
*a. Unique for each LAN interface

b. Located at the network |ayer

c. Also called | ogical addresses

d. Used to identify host networks

11. Where is the MAC address | ocated?
a. At the network | ayer

*b. Burned into ROM at the factory

c. In the AU

d. At the MAU i nterface

12. Which of the follow ng describes the structure of a MAC address?
a. 32-bit network identity plus 32-bit host identity

b. Network, subnet, subnet nask, host

*c. 24-bit vendor code plus 24-bit serial nunber

d. Network code plus serial nunber

13. Which of the follow ng could be a MAC address?
a. 172.15.5.31

b. 1111.1111.111

c. FFFF. FFFF. FFFF

*d. 0000. 0cl2. 3456

Engi neering Journal and Wbrkbook, Vol. 1 - Chapter 7 - Layer 2:
Technol ogi es

1. Wiich best describes the data |link |ayer of the OSl nodel ?

a. Transnmits data to other network |ayers

b. Provides services to application processes

c. Takes weak signals, cleans them anplifies them and sends them on
their way across the network

*d. Provides reliable transit of data across a physical |ink

2. Wiich layer provides reliable transit of data across a physical |ink?
*a. Data link

b. Physi cal

c. Application
d. Transport

3. What processes is the data |ink |ayer concerned wth?

*a. Physical addressing, network topology, |ine discipline, error
notification, ordered delivery of franmes, and fl ow control

b. Establishing, managing, and term nating sessions between applications
and nanagi ng data exchange between presentation |ayer entities

c. Synchronizing cooperating applications and establishing agreenent on
procedures for error recovery and control of data integrity

d. Providing nechanisns for the establishnent, nmintenance, and

term nation of virtual circuits, transport fault detection, recovery,
and information flow control

4. Physical addressing and network topol ogy are handl ed by which |ayer?
a. Physi cal



Present ati on
Data |ink
Sessi on

o

On a network, where does a device connect to the nedia?
Et hernet card
Hub
Rout er
NI C card

toTpu oo
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What i s another nane for the MAC address?,
Bi nary address
Cct adeci nal address
Physi cal address
TCP/ | P addr ess

o T OO
e T

In which layer is the MAC address | ocated?
Sessi on
Data |ink
Physi cal
Transport

o

What does MAC address stand for?
Maci nt osh Access Capabl e
Mai nframe Advi sory Counci
Medi a Access Control
Machi ne Application Conmunication

(¢

VWhich of the itens listed belowis located in the data Iink [ayer?
Desti nation

Peri pher al

. Repeater

*d. MAC address
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10. What is required for every port or device that connects to a
net wor k?

a. Repeater

b. Term nation

*c. MAC or physical address

d. ATM switch

11. Which of the follow ng best descri bes MAC addressi ng?

*a. Addresses reside in the NIC card and are assigned by their
manuf act ur er s.

b. Addresses are assigned by the |EEE conmittee and need to be requested
by the network adm ni strator.

c. Addresses are determ ned by the distance of the conputer fromthe

net wor k hub.

d. Addresses are given to every conputer when they are manufactured.

12. How does a source device |locate the destination for data on a
net wor k?

*a. The NIC at the destination identifies its MAC address in a data
packet .

b. A data packet stops at the destination

c. The NIC at the destination sends its MAC address to the source.
d. The source sends a uni que data packet to each MAC address on the
net wor k.

13. Wich of the follow ng best describes internetworking devices?



a. Products that determne the optinmal path along which network traffic
shoul d be forwarded

b. Products that contain nultiple independent, connected nodul es of

net wor k equi pnment

c. Network connections or a junction conmon to two or nore lines in a
net wor k

*d. Products used to connect separate networks to each ot her

Engi neering Journal and Wrkbook, Vol. 1 - Chapter 8 - Design and
Docunent ati on

1. Wiich of the follow ng does not describe a wiring closet?

a. Room used for housing the wiring for a voice network

b. Room used for housing the wiring for a data network

*c. Roomat the center of a Token Ring topol ogy

d. Room at the center point of a star topol ogy

2. Wiich of the follow ng equipnment is not typically found in a wiring
cl oset ?
*a. Tel econmuni cations outlets
b. Patch panels
Wring hubs
Rout er s

c
d
3. Wiat is a wiring closet?

a. Room where electrical power enters a commercial building

*b. Room used for housing the wiring for a data or voice network

c. Roomat the center of a token ring network

d. Room where the entire power supply to a comercial building can be
controll ed

4. In a large network, what is a wiring closet that other wiring closets
are dependent upon call ed?

a. Master wiring facility (MAF)

b. Master star topol ogy (MST)

*c. Main distribution facility (MNDF)

d. Extended star topol ogy (EST)

5. What is the difference between a nmain distribution facility (MDF) and
internediate distribution facility (I1DF)?

a. The MDF contains the primary network server and the nmgjor network
devices while the IDFs contain only the necessary additional routers and
repeaters.

b. The MDF is on the lowest floor in a nmultifloor network while the |DFs
are on upper floors.

c. The MDF has all the bridges, hubs, routers, and ports needed for the
network while the I DFs hold any needed repeaters.

*d. The MDF is the prinary comruni cations roomand the central point in
the network while the I DFs are secondary conmuni cati ons roons dependent
upon t he NDF.

6. Which of the following is not a feature of a network with nore than
one wiring closet?

*a. Dependent star topol ogies

b. An MDF

c. An | DF

d. An extended star topol ogy

7. What type of network topology usually has nmore than one wiring
cl oset ?
a. Token Ring



*b. Extended star
c. Tree
d. Bus

8. Which of the follow ng best describes a type of connection nade at
the LAN patch panel ?

a. Network device ports connect directly to patch panel pins.

b. Horizontal cabling runs connect directly to the horizontal cross-
connect .

c. Horizontal cabling runs connect directly to tel ecommuni cations
outlets.

*d. Patch cords connect the horizontal cross-connect directly to the
pat ch panel

9. Wiich of the following is not a type of connection nade at the LAN
patch panel ?

a. Patch cords interconnect conputers and hubs.

*b. Patch cords directly connect devices to tel econmuni cations ports.
c. Horizontal cabling runs are ternminated at the patch panel

d. Patch cords connect the horizontal cross-connect directly to the
pat ch panel

Engi neering Journal and Wrkbook, Vol. 1 - Chapter 9 - Structured
Cabl i ng

1. Wiich of the follow ng statenents best describes the EIA Tl A-569
specification for wiring cl osets?

*a. There should be a ninimum of one wiring closet for every floor of a
bui | di ng.

b. There should be a maxi mum of one wiring closet for every floor of a
bui | di ng.

c. There should be a mininumof two wiring closets for every floor of a
bui | di ng.

d. There should be a maxi numof two wiring closets for every floor of a
bui | di ng.

2. Wiich of the follow ng best describes the EIA Tl A-569 standard for
additional wiring closets?

a. Additional wiring closets should be provided for each area up to 90
square neters when the floor area served exceeds 90 square neters or the
hori zontal cabling distance exceeds 90 neters.

b. Additional wiring closets should be provided for each area up to 100
square neters when the floor area served exceeds 100 square neters or
the horizontal cabling distance exceeds 9 neters.

c. Additional wiring closets should be provided for each area up to 1000
square neters when the floor area served exceeds 1000 square neters or
the horizontal cabling distance exceeds 30 neters.

*d. Additional wiring closets should be provided for each area up to
1000 square neters when the floor area served exceeds 1000 square neters
or the horizontal cabling distance exceeds 90 neters.

3. If Acnme Inc. occupies 3500 square neters on the second floor of a
bui | di ng, how many wiring closets should be installed according to
El A/ TI A 569?

a. One
b. Two
c. Three

*d. Four



4. If Acnme Inc. occupies the first three floors of a building and each
floor is 1500 square neters, how many wiring cl osets should be installed
according to EIA/ TIA 5697

a. One
b. Three
*c. Six
d. N ne

5. Which of the following is not a specification for walls, floors, and
ceilings of a wiring closet?

a. A nmninmumof 15 feet of wall space. should be provided for

term nations and rel ated equi pnent for the POP

*b. Roons selected for wiring closets should have a dropped or false
ceiling for easy access.

c. Interior walls on which equipnment is to be nounted should be covered
with 3/4" plywood that is raised away fromthe underlying wall a m ninmum
of 1 3/4".

d. Floor coverings should be tile or other type of finished surface to
hel p control dust.

6. What is a point of presence (POP)?

a. The point where the horizontal cabling connects to the backbone

b. The point where the electrical power lines enter the building

*c. The point where the tel ephone conpany's equi pnent and the building's
main distribution facility connect

d. The point where the network and the electrical system of the building
connect

7. Wiy should wiring closets not have a dropped or fal se ceiling?

a. The nminimum ceiling height specified by EIA TI A-569 cannot be net in
nost roons with nost dropped or false ceilings.

b. The tenperature and humi dity cannot be adequately controll ed.

c. Dust fromthe ceiling naterials poses a problemfor long term

equi pnment mai nt enance.

*d. Access is not controll ed because people can get into the room

t hrough the ceiling.

8. What kind of floor should the wiring room have?
*a. Tile or other finished surface

b. Car pet

c. Unfinished stone

d. Electronics grade carpet

VWhat is the mininumand naxi mumrelative humdity | evel that should
mai ntai ned for roons serving as wiring closets?
Bet ween 10% and 50%
Bet ween 20% and 70%
Bet ween 30% and 50%
Bet ween 30% and 70%

(¢}
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10. What should the approxinmate tenperature in a wiring closet be when
all LAN equiprment is fully functioning?

a. 60 degrees Fahrenheit

b. 65 degrees Fahrenheit

*c. 70 degrees Fahrenheit

d. 75 degrees Fahrenheit

11. Wiich of the following is not a requirenent for lighting fixtures or
power outlets in a wiring closet?
*a. Fluorescent lighting is reconmended to avoi d outside interference.



b. Awall switch to turn roomlighting on and off should be | ocated

i medi ately inside the door.

c. At |east one duplex power outlet should be |ocated every ten feet
along each wall in a main distribution facility.

d. At |least two duplex power outlets should be | ocated al ong each wal
if the wiring closet is to serve as an internediate distribution
facility.

12. Wiy should fluorescent light fixtures be avoided in wiring closets?
a. They provide false color lighting, which can lead to nistakes in
maki ng connecti ons.

*b. They generate outside electrical interference.

c. They can degrade sone plastic naterials used in network equi pnent.

d. There often is insufficient roomin a wiring closet to change out the
fluorescent bul bs easily and safely.

13. Which of the following is not a requirenment for room and equi prent
access in a wiring closet?

a. The door should be at |east three feet wide and should swi ng open out
of the roomto ensure easy access to the roomfor workers and equi pnent.
b. The wiring closet should |l ock froman outside access in such a way
that exiting fromthe roomis always possible.

c. Wring hubs and patch panels may be wal | - mount ed usi ng hi nged wal
brackets that are attached to the plywood covering the underlying wal
surface.

*d. When a distribution rack is used to nount patch panels and wiring
hubs, the minimum di stance for the rack fromthe wall should be six

i nches.

14. Which of the following is not a wiring closet specification for
cabl e access and support?

a. Access to the wiring closet for all horizontal cabling conming from
the work areas should be via a raised floor

b. Al cable leaving the roomto internediate distribution facilities
and conputer and comuni cations roons |ocated on other floors of a
bui | di ng should be via four-inch conduits or sleeved cores.

*c. One excess sl eeved core or conduit should be provided in each wiring
closet in order to provide for future anticipated grow h.

d. Any wall or ceiling openings provided for conduits or sleeved cores
nmust be sealed with snoke and flame retardant materials.

15. What is the first step in locating a wiring closet for a network?

a. ldentify the nunber of conputers that will be part of the network.

b. lIdentify the nunber of printers and file servers that will be part of
t he network.

*c. ldentify all devices that will be connected to the network on a
floor plan.

d. ldentify the topological requirenents of devices that will be in the
net wor k.

16. Wiich of the followi ng would not be considered when selecting a
potential location for a wiring closet?

a. ldentify a secure location close to the POP

*b. Deternine the exact number of wiring closets needed for the network.
c. Deternmine the location of the building's conmunication facilities.

d. Make an initial selection of potential |ocations based on El A/ Tl A-569
speci fications.

17. What is the nane for the nost centrally located wiring closet in a
LAN with an extended star typol ogy?
a. Catchnent area



*b. Main distribution facility
c. Internediate distribution facility
d. Repeated distribution facility

18. Where should the main distribution facility (MDF) be located if a
LAN with an extended star topology is used in a nmultistory building?
a. Next to the POP

b. On the first floor

*c. On one of the niddle floors

d. In the basenent

19. Where should a repeater be located in a LAN with an extended star
t opol ogy?

a. Catchnment area

b. Main distribution facility

*c. Internediate distribution facility

d. Repeated distribution facility

20. What network device is used in an extended star topol ogy when the
catchnent area of one wiring closet is not enough?

*a. Repeater

b. Backoff

c. Term nator

d. Suppressor

21. \What type of cabling provides interconnections between wiring
closets, wiring closets and the POP, and between buildings that are part
of the same LAN?

a. Token Ring cabling

*b. Backbone cabling

c. Coaxial cabling

d. Horizontal cabling

22. \What type of cabling is used to connect the POP to the MDF when an
Et hernet LANis in a nultistory building?

*a. Backbone cabling

b. Coaxial cabling

c. Horizontal cabling

d. Token Ring cabling

23. \Wat type of cabling is used to connect an MDF to | DFs when an
Et hernet LANis in a nultistory building?

a. Token Ring cabling

*b. Backbone cabling

c. Coaxial cabling

d. Horizontal cabling

24, \What type of cabling is used to connect |IDFs on each floor to the
various work areas when an Ethernet LANis in a nultistory building?
a. Backbone cabling

b. Coaxial cabling

*c. Horizontal cabling

d. Token Ring cabling

25. Wich type of networking nedia is installed nost often for backbone
cabl i ng?

a. 100 ohm unshi el ded tw sted pair cable

b. 150 ohm shi el ded tw sted pair cable

*c. 62.5/125 micron optical fiber cable

d. 50 ohm coaxi al cable



26. Wich of the following types of networking nedia is not recomended
for backbone cabling?

a. 100 ohm unshi el ded tw sted-pair cable

b. 150 ohm shi el ded twi sted-pair cable

c. 62.5/125-nmicron optical-fiber cable

*d. 50 ohm coaxi al cable

27. What kind of connection is used in a wiring closet where the
hori zontal cabling connects to a patch panel that is connected by
backbone cabling to the main distribution facility?

*a. Horizontal cross-connect

b. Vertical cross-connect

c. Internedi ate cross-connect

d. Main cross-connect

28. \Wat kind of connection is used in a wiring closet that serves as
the nost central point in a star topol ogy and where LAN backbone cabling
connects to the Internet?

a. Horizontal cross-connect

b. Vertical cross-connect

c. Internedi ate cross-connect

*d. Main cross-connect

29. VWhat kind of connection is used in an |IDF that connects the
hori zontal cross-connect to the main cross-connect?

a. Horizontal cross-connect

b. Vertical cross-connect

*c. Internedi ate cross-connect

d. Main cross-connect

30. What is the maxi num di stance for backbone cabling if single-node,
fiber-optic cable is used to connect the horizontal cross-connect to the
mai n cross-connect ?

a. 500 neters

b. 1000 neters

c. 2500 neters

*d. 3000 neters

31. What is the maxi num di stance for backbone cabling if single-node,
fiber-optic cable is used to connect the internedi ate cross-connect to
the main cross-connect?

a. 500 neters

b. 1000 neters

*c. 2500 neters

d. 3000 neters

32. What is the maxi num di stance for backbone cabling if single-nbde,
fiber-optic cable is used to connect the horizontal cross-connect to the
i ntermedi ate cross-connect ?

*a. 500 neters

b. 1000 neters

c. 2500 neters

d. 3000 neters

Engi neeri ng Journal and Wbrkbook, Vol. 1 - Chapter 10 - Layer 3: Routing
and Addressi ng

1. Which layer of the OSI nodel uses the Internet Protocol addressing
scheme to deternine the best way to nove data from one place to another?
a. Physical |ayer

b. Data |ink |ayer



*c. Network |ayer
d. Transport |ayer

2. What function allows routers to evaluate available routes to a
destination and to establish the preferred handling of a packet?
a. Data linkage

*b. Path deternination

c. SDLC interface protoco

d. Frane Rel ay

3. | P addresses are necessary for which of the follow ng reasons?

*a. To identify a machine on a network and the network to which it is
attached

b. To identify a machine on a network

c. To identify the network

d. To keep track of whomis on a network

4. Wiich of the followi ng best describes a network address on the

I nternet?

a. Al four octets in the address are different.

*b. Each address is unique.

c. The first three octets can be the sane, but the | ast one nust be

di fferent.

d. Two of the four octets can be the sane, but the other two have to be
di fferent.

5. Who assigns the network portion of every |IP address?
a. The local network adninistrator

b. The person who owns the conputer

*c. The Network Information Center

d. The host network admi ni strator

6. The network nunber plays what part in an |IP address?

*a. Specifies the network to which the host bel ongs

b. Specifies the identity of the conputer on the network

c. Specifies which node on the subnetwork is being addressed
d. Specifies which networks the device can comunicate with

7. The host nunber plays what part in an | P address?

a. Designates the identity of the conputer on the network

*b. Designates which node on the subnetwork is being addressed
c. Designates the network to which the host bel ongs

d. Designates which hosts the device can communicate with

8
a

. Aclass "A" address is given to what sort of organization?
. An individua

b. A nediumsize conpany

c. A large corporation

*d. A gover nnment

9. In a class "A" address, how many of the octets are assigned by
InterN C?

*a. The first octet is assigned by InterN C

b. The first and second octet are assigned by InterN C

c. The first, second, and third octets are assigned by InterN C
d. All the octets are assigned by InterN C

10. In a class "A" address, the value of the first octet can equal which
of the foll ow ng?

*a. The value of first octet is O through 127.

b. The value of first octet is 128 through 191



c. The value of first octet is 192 through 223.
d. The value of first octet is 192 through 255.

11. A class "B" address is given to what sort of organization?
a. An individual

*b. A nedium size conpany

c. A large corporation

d. A government

12. In a class "B" address, how nmany of the octets are assigned |locally?
a. The first octet is assigned locally.

b. The second octet is assigned |ocally.

c. The second and third octets are assigned | ocally.

*d. The third and fourth octets are assigned |ocally.

13. The followi ng address is of which class? Address = 129.21.89.76
a. A class "A" address.

*h., A class "B" address.

c. Aclass "C' address.

d. This address could not be used.

14. A class "C' address is given to what sort of organization?
*a. An individual

b. A nedium size conpany

c. A huge corporation

d. A government

15. Which of the followi ng addresses is a class "C' address?
a. 129.219.95.193

*b. 209.101.218. 30

c. 151.13.27.38

d. 190.119.15.17

Engi neering Journal and Wrkbook, Vol. 1 - Chapter 11 - Layer 3: Routing
Prot ocol s

1. What is the Address Resol ution Protocol ?

a. Network protocol used to resolve device conflicts

*b. Internet protocol used to nap an | P address to a MAC address

c. Network protocol used to identify the | ocation of unauthorized users
d. Internet protocol used to uniquely identify a user on a specific

net wor k

2. What nust a data packet contain to be passed fromthe network |ayer
to higher levels of the OSI nodel ?

a. A destination MAC address and a source | P address

*h., A destination MAC address and a destination |P address

c. A destination |IP address or a source MAC address

d. Either a destination |IP address or a destinati on MAC address

3. What happens if a data packet |acks a destination |P?

a. The data packet is sent to the RARP server that traces the data
packet back to its source.

b. The MAC address takes priority and the data packet is passed up to
t he next network | ayer.

c. The ARP tables will be consulted to resolve any conflict,

*d. Data packets will not be passed to the next higher network |ayer

4. \What happens if a data packet |acks a MAC address?
a. The data packet is sent to the RARP server that traces the data
packet back to its source.



b. The I P address takes priority and the data packet is passed up to the
next hi gher network | ayer.

c. The ARP tables will be consulted to resolve any conflict.

*d. Data packets will not be passed to the next higher network |ayer

5. What happens if the ARP table naps the destination IP address to the
destinati on MAC address?

a. The data packet is sent to the RARP server

b. The source broadcasts the I P address to all devices.

*c. The I P address is bound with the MAC address.

d. The network traffic is reduced and response tines decreased.

6. What initiates an ARP request?

a. A device is unable to locate the destination IP address in its ARP

t abl e.

b. The RARP server in response to a nal functioning device.

c. A diskless workstation with an enpty cache.

*d. A device is unable to locate the destination MAC address in its ARP
t abl e.

7. \What happens if a device is unable to | ocate the destination MAC
address in its ARP table?

*a. An ARP request is sent.

b. The RARP server is consulted.

c. The destination |P address is used instead.

d. A data packet is sent to the dumy term nal
8

. What is a header?
a. | P address of the source device placed at the beginning of the data
packet
b. Route the data packet takes through the network when it follows a
predet ermi ned path
*c. Control information placed before data when encapsul ating that data
for network transm ssion
d. Protocol to convert information fromone stack to another at the
application |ayer

9. What is a franme?

*a. Logical grouping of information sent as a data |link |ayer unit over
a transm ssion nedi um

b. Location where ARP tables are stored on a device

c. Data packet sent to a diskless workstation

d. Destination MAC and | P address bound together as a data packet

10. What are the header and trailer referred to as?
*a. Frane

b. ARP reply

c. | P address

d. RARP reply

11. Wich best describes the function of a franme?
a. Binding of MAC and | P addresses

*b. Used for synchronization and error control

c. Querying of all devices on the network

d. Consulting the ARP tables to | ook up addresses

12. What is used for synchronization and error control?
a. Trailer
b. Header
*c. Frame
Pr ot ocol



13. Which best describes the structure of the ARP request frane?
a. MAC and | P address

b. Destination |IP address and source | P address

*c. Franme header and ARP nessage

d. Addresses and trailer

14. What are the two parts of the frane header called?
*a. MAC header and | P header

b. Source address and ARP nessage

c. Destination address and RARP nessage

d. Request and data packet

15. Which best descri bes RARP?

a. Finds MAC addresses based on | P addresses

b. Cal cul ates of shortest route between source and destination

*c. Finds | P addresses based on MAC addresses

d. Reduces network traffic by nmaintaining constant contact with al
net wor k devi ces

16. Wiy is a RARP request nade?

*a. A source knows its MAC address but not its |P address.

b. The data packet needs to find the shortest route between destination
and source.

c. The admi nistrator needs to nmanually configure the system

d. Alink in the network faults and a redundant system nmust be

activat ed.

17. Which of the follow ng devices build ARP tables?
a. Hubs

*h. Routers

c. Data |inks

d. Encoders

18. Which best defines a gateway?

a. A network device that has an | P address and mai ntai ns ARP tabl es
b. A device that connects one network to another network

*c. A device that perforns an application |ayer conversion of
informati on from one stack to anot her

d. A device that cleans and anmplifies signals

Engi neering Journal and Wrkbook, Vol. 1 - Chapter 12 - Layer 4: The
Transport Layer

1. Wiich layer of the OSI nodel provides transport services fromthe
host to the destination?

a. Application

b. Presentation

c. Session

*d. Transport

2. Wi ch best describes the function of the transport |ayer?

a. Establishes, manages, and term nates applications

*b. Provides transport services fromthe host to the destination

c. Supports comuni cation between prograns |ike electronic nail, file
transfer, and Web browsers

d. Transl ates between different data formats such as ASCI| and EBCDI C

3. Wich best describes flow control ?
a. A nethod to nanage |inmited bandw dth
b. A method of connecting two hosts synchronously



*c. Anethod to ensure data integrity
d. A nmethod to check data for viruses prior to transm ssion

4. Wi ch best describes flow control ?

a. Checks data packets for integrity and legitinmacy prior to

transm ssion

b. Avoids traffic backup by cycling host quickly through alternate send
and receive nodes during peak traffic periods

c. Connects two hosts over an exclusive high-speed |ink for critica
data transfer

*d. Avoids the problemof a host at one side of the connection
overflowing the buffers in the host at the other side

5. Wihich of the follow ng occurs in the transport |layer when a
connection is first established between conputers in network?
a. Acknow edgnent and retransm ssion

b. Encapsul ati on and broadcasti ng

*c. Synchroni zati on and acknow edgment

d. Recovery and flow control

6. Which of the follow ng occurs in the transport |ayer when data
congestion occurs?

a. Broadcasting

b. W ndow ng

c. Error recovery

*d. Flow control

7. Wiich layer of the OSI nodel handles flow control and error recovery?
a. Application
b. Presentation
*c. Transport

d. Network

8

. What technique allows nultiple applications to share a transport
connecti on?
a. Broadcasting
b. Synchronicity
c. Encapsul ation
*d. Segnentation

9. Wi ch best describes segnentation?

a. Breaks data into snaller packets for faster transm ssion

b. Switches hosts fromsend to receive node continuously during peak
traffic periods

*c. Allows nultiple applications to share a transport connection

d. Transfers data fromthe presentation |layer to the network |ayer for
encodi ng and encapsul ati on

10. What nethod controls the ampunt of information transferred end-to-
end and hel ps enable TCP reliability?

a. Broadcasting

*b. W ndow ng

c. Error recovery

d. Flow control

11. If the window size is set to one, when would an acknow edgnent of
dat a packet receipt be sent back to the source?

*a. After one packet

b. After two packets

c. After three packets

d. After four packets



12. If the window size is set to three, when would an acknow edgnent of
dat a packet receipt be sent back to the source?

a. After one packet

*b. After three packets

c. After six packets

d. After nine packets

Engi neering Journal and Workbook, Vol. 1 - Chapter 13 - Layer 5: The
Sessi on Layer

1. Wiich layer of the OSI npdel establishes, nmanages, and terninates
conmuni cati on between applications?

a. Application

b. Presentation

*c. Session

d. Transport

2. Wi ch best describes the function of session |ayer?

*a. Establishes, manages, and terni nates commruni cati ons between
applications

b. Supports comunication between prograns like electronic mail, file
transfer, and Wb browsers

c. Provides transport services fromthe host to the destination

d. Transl ates between different data formats such as ASCI| and EBCDI C

Engi neering Journal and Wrkbook, Vol. 1 - Chapter 14 - Layer 6: The
Presentation Layer

1. Wiich layer of the OSI nopdel |ayer can translate between different
data formats such as ASCI| and EBCDI C?

a. Application

*b. Presentation

c. Session

d. Transport

2. Wiich layer of the OSl nodel |ayer guides how graphic inmges, sound,
and vi deo are presented?

a. Application

*b. Presentation

Sessi on

Transport

Wi ch best describes the function of the presentation |ayer?

Est abl i shes, nanages, and terninates applications

. Supports conmmuni cation between prograns |ike electronic nail, file
transfer, and Wb browsers

*c. @uides how graphic i mages, sound, and video are handl ed

opw 2o

d. Provides transport services fromthe host to the destination

4. \Wich best describes the function of the presentation |ayer?

a. Establishes, manages, and term nates applications

b. Supports comunication between prograns like electronic mail, file

transfer, and Web browsers
c. Provides transport services fromthe host to the destination
*d. Transl ates between different data formats such as ASCI| and EBCDI C

5. Which layer of the OSI nodel |ayer handles data encryption?
a. Application

*b. Presentation

c. Session



d. Transport

6. ASCII, encryption, QuickTime, JPEG are all typical of which |ayer?
*a. Presentation

b. Transport

c. Application

d. Session

Engi neering Journal and Workbook, Vol. 1 - Chapter 15 - Layer 7: The
Application Layer
1. Wiich layer of the OSI nobdel supports comuni cati on between prograns
such as electronic nmail, file transfer, and Web browsers?
*a. Application

Present ati on
c. Session
d. Transport
2

. VWi ch best describes the function of the application |ayer?
a. Establishes, manages, and term nates applications
*b. Supports communication between prograns like electronic mail, file
transfer, and Wb browsers
C. Provides transport services fromthe host to the destination
d. Transl ates between different data formats such as ASCI| and EBCDI C

Wiich is a network application?
El ectronic mail

Word processor

Web browser

Spr eadsheet

o

Wich is a conputer application?
Renpt e access

File transfer

Web browser

El ectronic mail
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El ectronic mail and file transfer are typical functions of which
Iayer in the OSl nodel ?

a. Transport

b. Network

*c. Application

d. Presentation

Engi neering Journal and Wbrkbook, Vol. 1 - Chapter 16 - OSI Review

1. What networking termis used when a corporation, agency, school, or
ot her organi zati on works together to tie its data, comunication
conputing, and file servers?

a. Encapsul ation

*b. Enterprise

c. Interconnectivity

d. Protocol

2. Wi ch best describes the function of the data Iink |ayer?

a. Provides network services to user applications

*b. Uses a MAC address to provide physical transnission across nedia and
handl es error notification, network topology, and flow control

c. Provides data representati on and code formatting

d. Provides electrical, mechanical, procedural, and functional neans for
activating and maintaining the |ink between systens



3. Wiich best describes the function of the network |ayer?

a. Provides electrical, mechanical, procedural and functional neans for
activating and maintaining the |Iink between systens

b. Establishes, maintains, and nanages sessions between applications
*c. Uses the Internet Protocol addressing scheme to determnine the best
way to nove data from one place to another

d. Uses a MAC address to provide physical transm ssion across nedia and
handl es error notification, network topol ogy, and flow control

4. Which of the followi ng does not accurately describe how peer-to-peer
comuni cati on works?

a. Each layer of the OSI npdel uses its own |ayer protocol to

conmmuni cate with its peer layer in the other system

b. Each layer's protocol exchanges infornmation, called protocol data
units, between peer | ayers.

c. The transport |ayer of TCP comunicates with the peer TCP function
usi ng segments.

*d. Peer communication is achieved by using the services of the | ayers
above it.

5. Which of the following correctly describes the five conversion steps
of data encapsul ati on when one conputer sends an e-nail nessage to

anot her conputer?

*a. Dat a-segnents-packets-franes - bits

Bi t s- franes- packet s- segnent s- dat a

Packet s- segnent s-dat a- bits-franes

Segnent s- packet s-franes-bits-data

Wi ch best describes the structure of an encapsul ated data packet?
Segnment header, network header, data, frane trailer

Segnment header, network header, data, segnent trailer

c. Frane header, network header, data, frane trailer

Frane header, segnent header, data, segnment trailer

Qoo 20T

7. An e-mail nessage is sent fromHost Ato Host B on a LAN. To send
this message, the data nust be encapsul ated. Wich of the foll ow ng best
describes the first step of data encapsul ati on?

*a. Al phanuneric characters are converted into data

b. Message is segnmented into easily transportabl e chunks.

c. A network header is added to the nessage (source and destination

addr esses)

d. The nessage is converted into binary fornat

8. An e-mmil nessage is sent fromHost Ato Host B on a LAN. To send
this message, the data nust be encapsul ated. Wich of the foll ow ng best
descri bes the |ast step of data encapsul ati on?

a. Al phanuneric characters are converted into data

b. Message is segnented into easily transportabl e chunks

c. A network header is added to the nessage (source and destination

addr esses)

*d. The nmessage is converted into binary format

9. An e-mail nessage is sent fromHost Ato Host B on a LAN. To send
this message, the data nust be encapsul ated. Wich of the follow ng best
descri bes what happens after the packet is put into a frame?

a. Al phanuneric characters are converted into data.

b. Message is segnmented into easily transportabl e chunks.

c. A network header is added to the nmessage (source and destination

addr esses) .

*d. The message is converted into binary format.



10. An e-mail nessage is sent fromHost Ato Host B on a LAN. To send
this message, the data nust be encapsul ated. Wich of the follow ng best
descri bes what happens after a packet is constructed?

a. The packet is transnmtted al ong the nedi um

*b. The packet is put into a frane.

c. The packet is segnented into franes.

d. The packet is converted to binary format.

11. An e-mail nessage is sent fromHost Ato Host B on a LAN. To send
this message, the data nust be encapsul ated. Wich of the follow ng best
descri bes what happens after the e-nmail's al phanunmeric characters are
converted into data?

a. Data is converted into binary fornat.

b. Data has a network header added.

*c. Data is segnented into snmaller chunks.

d. Data is put into a frane.

Engi neering Journal and Workbook, Vol. 1 - Chapter 17 - LANs: Layers 1

21

Wi ch of the following is not a major characteristic of a LAN?
Operates over a w de geographic area

Provides nmultiple users with access to hi gh-bandw dth nedi a
Provides full-tine connectivity to |ocal services

Connects physically adjacent devices

o

Wi ch best describes the function of a bridge?
Provi des for internetworking and broadcast control
Connects LAN segrments and helps filter traffic
Concentrates LAN connections and all ows use of twi sted-pair copper
medi a
d. Ofers full duplex, dedicated bandwi dth to segnents

O *o N O 0T *p

3. Wich best describes the function of a router?

a. Connects LAN segnents and helps filter traffic.

b. Concentrates LAN connections and allows use of twi sted-pair copper
nedi a

*c. Provides for internetworking and broadcast control

d. Ofers full duplex, dedicated bandwi dth to segnents

4. Which of the followi ng correctly describes the difference between a
bridge and a router?

a. Bridging occurs at the network |layer of the OSI nobdel, and routing
occurs at the data link |ayer.

*b. Bridges use MAC addresses, and routers use |ogical addresses.

c. Bridges use addresses assigned by network administrators, and routers
use addresses assigned by hardware manufacturers.

d. Bridges provide for internetworking, and routers filter network
traffic.

5. Wi ch best describes the function of a hub?

a. Provides for internetworking and broadcast control

b. Connects LAN segnents and helps filter traffic

c. Ofers full duplex, dedicated bandwi dth to segnents

*d. Concentrates LAN connections and all ows use of twi sted-pair copper
nedi a

6. Wi ch best describes the function of an Ethernet switch?
a. Connects LAN segnents and helps filter traffic
*hb, Ofers full duplex, dedicated bandwi dth to segnents



c. Concentrates LAN connections and all ows use of tw sted-pair copper
nedi a
d. Provides for internetworking and broadcast control

VWhat are the npst comon nedia used in networking today?
Fi ber optic, coaxial, unshielded tw sted pair

Fi ber optic, shielded twi sted pair

Fi ber optic, tel ephone, coaxial

Twi sted pair, tel ephone

o

VWhat are the nbpst common LAN technol ogi es used in networking today?
Star, Token Ring, DECnet

. Ethernet, Token Ring, FDD

Et hernet, DECnet, ARCnet

Vi nes, Token Ri ng, SDD

What is the operating signaling rate of Ethernet?
1 Mops

. 10 Mops

50 Mops

100 Mops
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What is another nane for 10Base5 cabling?
Thi ck Et her net

b. Tel ephone wiring

c. Thin Ethernet

d. Coaxial Ethernet

*
Lo

11. Using 10Base5 cabling, what is the naxi mum network segnment possible?

a. 185 neters
b. 250 neters
*c. 500 neters

1000 neters

12. What type of cabling nmedia is used for 10Base5?
a. Fiber optic or unshielded twi sted pair

b. Fiber optic or coaxial

c. Unshielded tw sted pair

*d. Coaxi al

13. What type of cabling nmedia is used for 10Base T?
a. Fiber optic or unshielded twi sted pair
b. Fiber optic or coaxial
*c. Twisted pair
Coaxi al

Engi neering Journal and Wrkbook, Vol. 1 - Chapter 18 - Layers 4, 5, 6,
and 7

1. Wiich are the four upper layers of the OSI nodel ?

*a. Application, presentation, session, transport

Application, session, network, physica

Physi cal, data link, network, transport

Physi cal, network, transport, application

Wi ch best describes the function of the application |ayer?

Est abl i shes, nanages, and terninates applications

*b Supports comuni cation between prograns |like electronic mail, file
transfer, and Web browsers

c. Provides transport services fromthe host to the destination

d. Transl ates between different data formats such as ASCI|I and EBCDI C

pnv 20T



VWiich is a network application?
El ectronic mail

Word processor

Web browser

Spr eadsheet

o

VWich is a conputer application?
Renot e access

File transfer

Web browser

El ectronic mail

(¢

Wi ch best describes the function of the presentation |ayer?

Est abl i shes, nanages, and terninates applications

. Supports conmmuni cation between prograns |ike electronic nail, file
transfer, and Wb browsers

c. Provides transport services fromthe host to the destination

*d. Translates between different data formats such as ASCI| and EBCDI C
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6. Which layer of the OSl nodel |ayer handl es data encryption?

a. Application

*b. Presentation

c. Session

d. Transport

7. ASClIl, encryption, QuickTime, JPEG are all typical of which |ayer?
*a. Presentation

b. Transport

c. Application

d. Session

8. Which file fornmats are associated with the presentation |ayer?
a. Doc, dir, ppg, pnb

*b, Tiff, QuickTime, mdi, npeg, gif

c. Tiff, doc, dir, mdi, pnb

d. xls, doc, ppt, pdf

9. Wi ch best describes the function of session |ayer?

*a. Establishes, manages, and terninates communi cati ons between
applications

b. Supports comunication between prograns like electronic mail, file
transfer, and Wb browsers

c. Provides transport services fromthe host to the destination

d. Transl ates between different data formats such as ASCI| and EBCDI C

10. Which of the follow ng best describe the functions of the transport
| ayer?

a. Establishes, manages, and term nates applications

*b. Provides transport services fromthe host to the destination

c. Supports communi cation between prograns |ike electronic nail, file
transfer, and Wb browsers

d. Transl ates between different data formats such as ASCI| and EBCDI C

11. Wich best describes flow control ?

a. A nethod to nanage |inmited bandw dth

b. A nethod of connecting two hosts synchronously

*c. A nethod to ensure data integrity

d. A nethod to check data for viruses prior to transm ssion



12. Which of the followi ng occurs in the transport |ayer when a
connection is first established between conputers in network?
a. Acknow edgnent and retransm ssion

b. Encapsul ati on and broadcasti ng

*c. Synchroni zati on and acknow edgment

d. Recovery and flow control

Engi neering Journal and Wbrkbook, Vol. 1 - Chapter 19 - WANs

1. Wiich of the follow ng best describes a WAN?

*a. Connects LANs that are separated by a | arge geographic area

b. Connects workstations, termnals, and other devices in a netropolitan
area

c. Connects LANs within a large building

d. Connects workstations, termnals, and other devices within a building

VWi ch of the followi ng are exanples of WANs?
Token Ri ng, ARCNet
Frane Rel ay, SMDS
Star, Banyan VI NES
CSU/ DSU, ARCVi ew

o

What service does a WAN provide to LANs?
H gh-speed nultiple access to data networks
| P addressi ng and secure data transfer
Exchangi ng data packets between routers and the LANs those routers

pport
. Direct routing with error checking

c O -

VWhat type of connections do WANs use that LANs typically don't use?
Parallel, |ower speed
Mul tipl e, higher speed
Mul tiple, |ower speed
Serial, |ower speed
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a-

At which layers of the OSI nbdel does a WAN operate?
Physi cal and application
Physi cal and data |ink
Data |ink and network
Data |ink and presentation

o

Wi ch layers of the OSI nbdels do WAN standards descri be?
Data |ink and network
Data |ink and presentation
Physi cal and application
Physi cal and data |ink

tOTP O 20 tpwu

a-

How do WANs differ from LANs?
Typically exist in defined geographic areas
Provi de hi gh-speed nmultiple access services
Use tokens to regulate network traffic

Use services of comon carriers

YO oo N

a-

How do WANs differ from LANs?

. Enphasi ze access over serial interfaces operating at |ower speeds
Provi de hi gh-speed nultiple access services

Typically exist in defined geographic areas

Use tokens to regulate network traffic

® -

How are operational and functional connections for WANs obt ai ned?
From your | ocal tel ephone conmpany

PO 20T *®



b. FromiInterNI C
*c. Fromregional Bell operating conpani es (RBOC)
d. Fromthe WMV Consortium

10. What do the WAN physical |ayer standards describe?

a. Interface between SDLC and HDLC

b. How frames are sent and verified

c. How voice and data traffic are routed

*d. Interface between DTE and DCE

11. Which best describes what WAN data |ink protocols define?
*a. How franes are carried between systens on a single data |ink
b. Methods for determining optinumpath to a destination

c. How data packets are transmtted between systens on nultiple data
l'inks

d. Methods for mapping |IP addresses to MAC addresses

12. Which is a WAN data |ink protocol ?

a. TCP/IP

*b. Point-to-point

c. EIGRP

d. OSPF

13. Which is a WAN data |ink protocol ?
a. TCP/IP

b. OSPF

c. EIGRP

*d. Frane rel ay

14. Which best describes data term nal equi pnent (DTE)?
a. Physical connection between networks and users
b. Generates clocking signals to control network traffic
*c. Device at the user end of a network

Physi cal devices such as nodens and interface cards

15. Which is an exanple of data term nal equipnent (DTE)?
a. Interface card

b. Mdem
*c. Conputer
d. CSU DsuU

16. Which best describes data circuit term nating equi pnent (DCE)?
a. Device at the user end of a network

b. Serves as data source and/or destination

c. Physical devices such as protocol translators and nultiplexers
*d. Physical connection between networks and users

17. Which is an exanple of data circuit termnating equi pnent (DCE)?
a. Miltiplexer

*h. Modem
c. Transl ator
d. Conputer

18. Which best describes Hi gh-Level Data Link Control (HDLC)?

a. Digital service that transmits voice and data over existing phone
l'ines

b. Uses high quality digital facilities - fastest WAN protoco

c. Provides router-to-router and host-to-network connections over
synchronous and asynchronous circuits

*d. Supports point-to-point and nultipoint configurations and uses frane
characters and checksuns



19. Which WAN protocol can be described as supporting point-to-point and
mul ti poi nt configurations?

*a. HDLC

b. Frane Rel ay
c. PPP

d. | SDN

20. Wich WAN protocol can be described as using frane characters and
checksuns?

a. | SDN

b. Frane Rel ay
c. PPP

*d. HDLC

21. \Wich best describes Frame Rel ay?

*a. Uses high quality digital facilities - fastest WAN protoco

b. Supports point-to-point and nultipoint configurations and uses frane
characters and checksuns

c. Digital service that transmts voice and data over existing tel ephone
l'ines

d. Provides router-to-router and host-to-network connections over
synchronous and asynchronous circuits

22. \Wich WAN protocol can be described as using high quality digita
facilities?

a. HDLC

*b. Franme Rel ay
c. PPP

d. |1 SDN

23. \Wich WAN protocol can be described as the fastest WAN protocol ?
a. HDLC

b. PPP
*c. Franme Rel ay
d. | SDN

24. Wi ch best describes PPP?

a. Uses high quality digital facilities - fastest WAN protoco

b. Supports point-to-point and nultipoint configurations and uses frane
characters and checksuns

*c. Provides router-to-router and host-to-network connections over
synchronous and asynchronous circuits

d. Digital service that transmts voice and data over existing tel ephone
lines

25. Which WAN protocol can be described as providing router-to-router
and host-to-network connections over synchronous and asynchronous
circuits?

a. HDLC
b. Frane Rel ay
*c. PPP
d. | SDN

26. Wi ch best describes | SDN?

*a. Digital service that transmts voice and data over existing phone
lines

b. Provides router-to-router and host-to-network connections over
synchronous and asynchronous circuits

c. Uses high quality digital facilities - fastest WAN protoco

d. Supports point-to-point and nultipoint configurations and uses frame
characters and checksuns



27. Which WAN protocol can be described as a digital service that
transmts voice and data over existing tel ephone |ines?

a. HDLC

b. Frane Rel ay

c. PPP

*d. | SDN

Engi neering Journal and Wbrkbook, Vol. 1 - Chapter 20 - Routing
1. What function allows routers to evaluate available routes to a
destination and to establish the preferred handling of a packet?
a. Data linkage

*b. Path determination

c. SDLC interface protoco

d. Frane Rel ay

2. What infornmation is used by routing services to eval uate network
pat hs?

a. MAC addresses

b. Name server tables

*c. Network topol ogy

d. ARP requests

3. Where can routing services obtain the network topol ogy information
needed to eval uate network paths?

a. From RARP and ARP tabl es

b. From network nanme servers

c. Frombridges talking to routers during nessagi ng sessions

*d. Frominfornmation collected by dynanic processes

4. What two functions do a router use to relay packets fromone data
link to another?

a. Link-state testing and convergence

b. Convergence and switching

c. Path deternmination and |ink-state testing

*d. Path deternination and switching

5. How does the network |ayer send packets fromthe source to the
destinati on?

*a. Uses an IP routing table

Uses ARP responses

Refers to a name server

Refers to the bridge

What happens at the router during a switching operation?

The router changes fromlink-state to di stance-vector node.

*b A packet accepted on one interface is forwarded to another interface
or port that reflects the best path to the destination.

c. Atest message is sent over the proposed route to make sure it is
oper ati onal

d. The received packet has the header stripped, read, and a new header
attached listing the next stop on the route.

po ooo

7. Wiy is it inportant to prevent unnecessary broadcasts over the entire
i nternetwork?

*a. Broadcasts incur processing overhead and waste network capacity.

b. Broadcasts cannot be sent as nultiphase transm ssions so routers mnust
change nodes to deal with them

c. Broadcasts are conmon causes of collisions and shoul d be avoi ded
whenever possi bl e.



d. Broadcasts can quickly relay bad routing tables throughout an
i nt ernetwork.

8. How does the network |ayer avoid unnecessary broadcast nessages?
a. By using error-trapping algorithns

*b. By using consistent end-to-end addressing

c. By using nane servers to do | ook-up functions

d. By using |link-state detection

9. What problemfor the network | ayer does using consistent end-to-end
addr essi ng sol ve?

a. Reduces chance of infinite | oops

b. Avoids split horizons

*c. Avoi ds unnecessary broadcast nessages

d. Reduces count to infinity problens

10. What are the two parts of an address that routers use to forward
traffic through a network?

*a. Networ k address and host address

b. Network address and MAC address

c. Host address and MAC address

d. MAC address and subnet nask

11. Which network device uses the network address to define a path?

a. Bridge
*b. Router
c. Hub

d. Server

12. How does a router make path sel ections?

*a. By | ooking at the network portion of the address
b. By | ooking at the host portion of the address

c. By looking at nean distances between routers

d. By looking at the port or device on the network

13. What does the host address specify?

a. Type of device

b. Distance to the nearest network hub

*c. Specific port or device on the network
d. Network the device is on

14. How does the host portion of an address help a router in its path
determ nation function?

a. Defines a path through the network

b. Contains distance information that can be used to cal culate the
shortest route

*c. Refers to a specific port on the router that | eads to an adjacent
router in that direction

d. Tells the router the type of device and its distance fromthe router

15. What does the switching function of a router do?

a. Allows greater throughput and capacity by multitasking

*b. Allows the router to accept a packet on one interface and forward it
on another interface

c. Exchanges the ol d header of a data packet for a new header that

i ncludes path information for the next router

d. Changes the router fromreceive and send node to broadcast npde when
part of the network fails

16. Which best describes a routed protocol ?



*a. Provides enough information to allow a packet to be forwarded from
host to host

b. Provides informati on necessary to pass data packets up to the next
hi ghest network | ayer

c. Allows routers to conmunicate with other routers to maintain and
updat e address tables

d. Allows routers to bind MAC and | P address toget her

17. Which is an exanple of a routed protocol?

a. RP
*b, IP
c. IGRP
d. OSPF

18. Which best describes a routed protocol ?

a. Passes data packets up to the next highest network |ayer

b. Binds MAC and | P addresses toget her

*c. Defines the fornmat and use of fields within a packet

d. Exchanges routing tables and shares routing i nformati on between
routers

19. Which best describes a routing protocol ?

a. Provides infornmation to allow a packet to be forwarded fromhost to
host

b. Binds MAC and | P addresses toget her

c. Defines the format and use of fields within a data packet

*d. Allows routers to comunicate with other routers to maintain and
updat e address tables

20. Wich best describes a routing protocol?

*a. A protocol that acconplishes routing through the inplenentation of
an al gorithm

b. A protocol that specifies how and when MAC and | P addresses are bound
t oget her

c. A protocol that defines the format and use of fields within a data
packet

d. A protocol that allows a packet to be forwarded from host to host

21. Wich best describes the difference between a routed versus a
routing protocol ?

a. Routed protocols are used between routers to naintain tables, while
routi ng protocols are used between routers to direct traffic.

b. Routed protocols use distance-vector algorithns, while routing
protocols use link-state algorithns.

*c. Routed protocols are used between routers to direct traffic, while
routing protocols used between routers to naintain tables.

d. Routed protocols use dynanic addressing, while routing protocols use
static addressing.

22. \What happens when a data-link frame is received on a router
interface?

a. The packet header is renpved and a new one with additional routing
information is attached.

b. A frane header is sent to check the path integrity prior to sending

t he packet on towards its destination

c. The packet is sent to the nearest bridge that forwards it to the next
router or the final destination

*d. The header is exanmi ned to determnmi ne the destination network and
consults the routing table to see which outgoing interface is associated
wi th that network.



23. \What happens after a router has matched the destination network with
an outgoing interface?

a. The packet is sent to the nearest bridge that forwards it to the next
router or the final destination

b. A frame header is sent to check the path integrity prior to sending

t he packet on towards its destination

*c. The packet is queued for delivery to the next hop in the path.

d. The packet header is renoved and a new one with additional routing
information is attached.

24, \Wich of the followi ng best describes a data-link frame header?

*a. Controls information placed in front of data when it is readied for
network transmi ssion

b. Broadcasts nessage sent over the network to warn routers of network
failures in specific links

c. Diagnostic nessage used to check network |inks for problens

d. Packets sent by routers to other routers to update routing tables

25. What is the control information placed in front of data in a data
packet call ed?

a. Addressing

*b. Header

c. Trailer

d. Encapsul ate

26. Wich of the followi ng best describes a hop?

*a. Passage of a data packet between two routers

b. Device which connects two or nore networks together

c. Shortest distance between source and destination

d. Exchange and copyi ng of ARP tables between two nonconti guous network
devi ces

27. Wat is the passage of a data packet between two routers called?

a. Exchange
*b. Hop

c. Transnittal
d. Signaling

28. \Wich best describes nultiprotocol routing?

a. Ability to send packets sinmultaneously out different ports

b. Ability to shift fromstatic to dynanic routing as network | oads
change

*c. Ability to maintain routing tables for several routed protocols
concurrently

d. Ability to rewite frane headers to formats conpatible with different
net wor ks

29. What does nultiprotocol routing allow routers to do?

a. Rewite franme headers to formats conpatible with different networks
b. Shift fromstatic to dynam c routing as network | oads change

c. Send packets simultaneously out different ports

*d. Deliver packets from several routed protocols over the sane data

I i nks

30. Which best describes static routing?

*a. Aroute that is manually entered into a routing table by the network
admi ni strator

b. Aroute received fromthe | ocal name server

c. Aroute that is automatically entered into a routing table

d. An optinumroute between devices as determ ned by the RARP table



31. Wich best describes dynam c routing?

*a. Automatic updating of routing tables whenever new information is
received fromthe internetwork

b. Manual entry of data into a routing table by the network

adm ni strator

c. Follow ng preset paths fromdevice to device

d. RARP server deternines optinumroute between devices and copi es those
routes into a routing table

32. What type of routing occurs without the intervention of a network
admi ni strator?

a. Default

*b. Dynam c

c. Progressive

d. Static

33. Wat is one advantage of static routing?

*a. More secure as parts of an internetwork can be hidden

b. Requires little active nanagenent by the network adm ni strator
c. Adjusts automatically to topology or traffic changes

d. Can conpensate for router failures by using alternate paths

34. \What is one advantage for using static routing on a stub network?
a. Conpensates for route failures by using alternate paths

b. Requires little active nanagenent by the network adm nistrator

c. Adjusts automatically to topology or traffic changes

*d. Avoids the network overhead required by dynanic routing

35. What are the two mmjor classes of routing algorithns?
a. Check sumand link state

b. Check sumand traffic | oad

c. Distance vector and traffic | oad

*d. Distance vector and |link state

36. Wich best describes a distance-vector protocol?

*a. Deternines the direction and distance to any link in the

i nt ernetwork

b. Each router naintains a conplex database of internetwork topol ogy
i nformation

c. Conputationally rather conpl ex

d. Method of routing which prevents | oops and mininizes counting to
infinity

37. What do di stance-vector algorithns require of routers?

a. Default routes for nmajor internetwork nodes in case of corrupted
routing tabl es

*b. Send its entire routing table in each update to its nei ghbors
c. Fast response tines and anple nenory

d. Maintain a conpl ex database of internetwork topology infornmation

38. Wiy is it inportant in distance-vector algorithns for routers to
send copies of their routing table to nei ghboring routers?

a. To prevent error propagation

b. To stop routing | oops

c. To enable split horizon mapping

*d. To communi cate topol ogy changes quickly

39. What is a nmjor drawback of distance-vector algorithnms?
a. More network traffic

b. Conmputationally difficult

*c. Prone to routing | oops



d. Cannot i npl enent hol d-down tiners

40. What is one disadvantage of di stance-vector al gorithns?

*a. Routers do not know the exact topology of an internetwork, only
di stances between points

b. Mre network traffic

Conputationally difficult

Cannot i npl enent hol d-down tiners

o0

41. What is one advantage of distance-vector algorithns?
a. Not likely to count to infinity

b. Inplements easily on very |arge networks

c. Not prone to routing |oops

*d. Conputationally sinpler

42. Which of the follow ng best describes |link-state al gorithns?
*a. Recreate the exact topology of the entire internetwork

b. Require mininmal conputations

c. Determine distance and direction to any |ink on the internetwork
d. Use little network overhead and reduces overall traffic

43. Which of the follow ng best describes |link-state al gorithns?

a. Use little network overhead and reduces overall traffic

*h. Each router broadcasts infornmation about the network to all nodes on
t he networ k

c. Determine distance and direction to any |ink on the internetwork

d. Use little network overhead and reduces overall traffic

44, \What is true about link-state routing algorithns?

a. Require less network traffic than distance-vector algorithms

b. Conputationally rather sinple

c. Require less router nmenory and sl ower response tines

*d. Maintain full know edge of distant routers and how they interconnect

45. Wi ch best describes convergence?

a. Wien nessages simultaneously reach a router and a collision occurs

b. When several routers sinultaneously route packets along the sane path
*c. When all routers in an internetwork have the same know edge of the
structure and topol ogy of the internetwork

d. When several nessages are being sent to the same destination

46. Wiich termis used to describe an internetwork state when al
routers have the sane know edge of the structure and topology of the
i nt ernetwork?

a. Congruence

b. Equi val ence

c. Correspondence

*d. Convergence

47. Why is fast convergence a desirable attribute of a routing protocol?
*a. Reduces tine period over which routers nake incorrect routing
deci si ons

b. Reduces network traffic

c. Reduces routing loop tine

d. Reduces nmenory requirenents of |ocal routers

48. After a network topol ogy change, what routing protoco
characteristic reduces incorrect or wasteful routing decisions?
a. Symmetry

*b. Convergence

c. Equival ence



d. Correspondence

49. What is a routing |oop?

a. Aroute to often requested destinations

b. A network path that is circular and has no branches

*c. A packet that cycles repeatedly through a constant series of network
nodes

d. A process that routers go through when perform ng sel f-diagnostics

50. What is the process call ed where packets never reach their
destination, but instead cycle repeatedly through the sane series of
net wor k nodes?

a. Split horizon

b. End to end nessagi ng

c. Convergence

*d. Routing | oop

51. Wiy do routing | oops occur?

*a. Sl ow convergence after a nodification to the internetwork.

b. Split horizons are artificially created.

c. Network segnents fail catastrophically and take other network
segnments down in a cascade effect.

d. Default routes were never established and initiated by the network
adm ni strator.

52. Wiy do routing | oops occur?

a. Split horizons are artificially created.

*b. A network device fails and that information is only slowy passed to
all the routers in the internetwork.

c. Default routes were never established and initiated by the network
adm ni strator.

d. Network segnents fail catastrophically and take other network
segnments down in a cascade effect.

53. Wiy does the problemof counting to infinity occur?
a. Split horizon

b. Noncongruence

*c. Slow convergence

d. Router inequival ence

54, \Wich best describes the count to infinity problenf

*a. Routers continuously increnent the hop count as a routing | oop
proceeds.

b. Packets cycle repeatedly through a constant series of network nodes.
c. During heavy traffic periods, freak collisions can occur and damage
t he packet headers.

d. Once a split horizon occurs, two sets of metrics exists for the sane
destination and neither matches that in the routing table.

55. How can the count to infinity problem be prevented?
a. By forcing a routing | oop

b. By invoking a split horizon process

c. By tracking network traffic |levels and regulating flow
*d. By inposing an arbitrary hop-count limt

56. How can the count to infinity problem be sol ved?
a. Initiate a routing | oop

*b. Define infinity as sone maxi mum nunber

c. Switch fromdi stance-vector to |ink-state node

d. Force a router convergence and reconciliation



57. \What happens once the hop-count exceeds the maximumin a routing
| oop?

a. The loop ends and the data packet is returned to the source for
retransm ssion |ater

b. The default route is recalled and used.

*c. The network is considered unreachable and the | oop ends.

d. Acount to infinity is initiated and a split horizon invoked.

58. How can the count to infinity problem be prevented?
a. By using routing | oops

b. By using split horizon routing systens

c. By increasing router nmenory

*d. By using hol d-down tiners

59. Whi ch best describes hol d-down timers?

a. Tinmer that synchronizes the router table update process

b. Tine during which messages are held if network segnent is tenporarily
unavai l abl e

c. Tinme allowed before intervention to halt routing | oop

*d. Tine during which routers will neither send nor receive updated
routing tables

60. Why are hol d-down tinmers useful?

*a. They flush bad information about a route fromall routers in the
net wor k.

b. They force all routers in a segnent to synchroni ze sw tching
operations.

c. They reduce the anpbunt of network traffic during high traffic

peri ods.

d. They provide a nmechani sm for bypassing failed sections of network.

61. Wen are routers placed in a hol d-down state?
a. Wien a routing | oop occurs

*b., When a link in a route fails

c. Wien a routing table becomes corrupted

d. Wien convergence occurs too slowy

62. How does a hol d-down tiner work?

a. By holding nessages in routing |loops for a given tine period, the

hol d-down tiner reduces network traffic at peak tines.

b. When the hop count exceeds a fixed value, the hol d-down timer holds
the message until a split horizon is established.

*c. When a router receives an update indicating that a network i s now

i naccessible, the router marks the route and starts a hol d-down tinmer.

d. When a count is started, a hold-down tiner is started too, if after a
given tinme period the count continues, the timer halts the process and
returns control to the nearest router.

63. What are the najor two |ink-state concerns?
a. Split horizons and convergence

*b. Processing and nenory requirenents

c. Routing | oops and equival ence

d. Table copying and counting to infinity

64. Wich of the followi ng best describes |ink-state advertisenment
(LSA)?

a. Broadcast nessage in response to a convergence cal

b. Broadcast nessage relaying state of data links (up or down) to al
routers

*c. Broadcast packet that contains information about nei ghbors and path
costs



d. Broadcast packet that is initiated by an active routing |oop

65. What are LSAs used for?

a. To halt routing | oops

b. To deternine path netrics

c. To broadcast convergence calls

*d. To mamintain routing tables of receiving routers

66. What is the npbst conplex and inportant aspect of l|ink-state routing?
*a. Making sure all routers get all the necessary LSA packets

b. Ensuring that convergence occurs rapidly

c. Avoiding routing loops during initial start up

d. Providing nechanisns for split horizons and count to infinity

avoi dance

67. What will happen if routers have different sets of LSAs?

a. A check sum procedure is initiated and faulty routing tables
repaired.

*b. Routes becone unreachabl e because routers di sagree about a |ink

c. A master conparison is forced and subsequent convergence on a single
routing table occurs.

d. A broadcast nessage is sent with the master copy of the routing table
to all routers.

68. What is one problemwi th |ink-state updating?

a. Easy to start a routing |loop and subsequent count to infinity

b. Routers can becone unreachabl e because they don't have a conplete
picture of the internetwork

*c. In synchronizing large networks, it is difficult to tell which
updat es are correct

d. If the master routing table is corrupted, the entire network will go
down

69. What is one problemw th |ink-state updating?

a. Routers can becone unreachabl e because they don't have a conplete
picture of the internetwork

b. Easy to start a routing |loop and subsequent count to infinity

c. If the master routing table is corrupted, the entire network will go
down

*d. Order of router startup alters the topology |earned

70. Wich of the following is correct?

*a. Distance-vector routing gets all topological data fromthe routing
tabl es of their neighbors, while |link-state routing devel ops a nap of
the network by accunul ati ng LSAs.

b. Distance-vector routing develops a map of the network, while |ink-
state routing gets topological data fromthe routing tables of their
nei ghbors.

c. Distance-vector routing requires |ots of bandw dth and network
overhead, while link-state routing requires considerably |ess.

d. Distance-vector routing has quick convergence tine, while link-state
routing has a slow convergence tinme and is therefore prone to routing
| oops.

71. Wiich of the following is correct?

a. Distance-vector routing requires |ots of bandw dth and network
overhead, while link-state routing requires considerably |ess.

*b. Distance-vector routing deternines the best path by adding to the
metric value it receives, while link-state routing has the routers
calculating their own shortest path to destinations.



c. Distance-vector routing has quick convergence tine, while |link-state
routing has a slow convergence tine and is therefore prone to routing

| oops.

d. Distance-vector routing has the routers calculate their own shortest
path to destinations, while link-state routing deternines the best path
by adding to the metric value it receives fromits nei ghbors.

72. Wiich of the following is correct?

a. Distance-vector routing has a quick convergence tine, while |ink-
state routing has a slow convergence tinme and is therefore prone to
routing | oops.

b. Distance-vector routing requires |ots of bandw dth and network
overhead, while link-state routing requires considerably |ess.

*c. Distance-vector routing updates for topol ogy changes with periodic
tabl e updates, while link-state routing updates are triggered by

t opol ogy changes.

d. Distance-vector routing updates are triggered by topol ogy changes,
while link-state routing updates for topol ogy changes with periodic
schedul ed t abl e updat es.

73. \Wich best describes hybrid routing?

*a. Uses distance vectors to determ ne best paths, but topol ogy changes
trigger routing table updates

b. Uses distance-vector routing to determ ne best paths between topol ogy
during high traffic periods

c. Uses topology to determ ne best paths but does frequent routing table
updat es

d. Uses topology to deternine best paths but uses distance vectors to
circunmvent inactive network |inks

Engi neering Journal and Wrkbook, Vol. 1 - Chapter 21 - Using the Router
1. What are the two npbdes of access to router conmands for Cisco
routers?

*a. User and privileged

b. User and guest

c. Privileged and guest

d. Guest and anonynous

2. Wiy are there two nodes of access to router comrands on Cisco
routers?

a. One node is for renptely working on the router, while the other nobde
is for directly working on the router via a console.

b. One npbde, which has nany automati c sequences, is for new users, while
the other node is for experienced users who can issue direct comrands.
*c. One node lets a nunber of users see what's happening on the router
while the other nbde lets a few users change how the router operates.

d. One node is for the initial router configuration and startup, while
the other node is for nmaintaining, updating, and changing the router
after initial startup.

3. What can only be done in privileged node on C sco routers?
*a. Change the configuration

Ent er commands

Check routing tables

Moni t or performance

How do you switch fromuser to privileged node on Cisco routers?
Type "adm n" and enter a password.

Type "root" and enter a password.

c. Type "enabl e" and enter a password.

ok Q20T



Type "privileged" and enter a password.

VWhat happens if you type "enable" on a Cisco router user interface?
Switch to user node

Last command entered is activated

. New LAN is added to the router table

d. Switch to privil eged node

roTp o o

6. VWhich of the commands |listed belowis not available in the user
access node?

*a. Show

b. PPP

c. Trace

d. Ping

7. Wiich is the user-node pronpt for Cisco router user interfaces?
a. #

*b, >

c. <

d. |#

8. Which is the privileged node pronpt for Cisco router user interfaces?
*a. #

b. >

c. <

d. |#

9. How do you |log out of a Cisco router user interface?

a. Type "Control-Q

b. Type "quit"

*c. Type "exit"

d. Type "Control - X"

10. How can you get a list of commonly used comands froma Cisco router
user interface?

a. Type "list"

b. Type "Control -C'

c. Type "Control-?"

*d. Type "7?"

11. What does the "More" pronpt at the bottomof a screen on a C sco
router user interface mean?

*a. Multiple screens are avail able as out put.

b. Additional detail is available in the nanual pages.

c. Multiple entries are required in the comand.

d. Additional conditions nmust be stated.

12. How do you get to the next screen if "Mire" is indicated at the
bottom of the current screen on a Ci sco router user interface?

a. Press the page down key.

*b. Press the spacebar.

c. Press the end key.

d. Press the tab key.

13. Which keystroke(s) will automatically repeat the previous comand
entry on a Cisco router user interface?

a. Left arrow

b. Right arrow

c. Control-R

*d. Control-P



14. What happens if you type "?" in a Cisco router user interface?
a. You see all users logged into the router

b. You list the | ast command you typed

*c. You enter the help system

d. You find out which nbde you are currently in

15. What does it nmean if you see a caret symbol (") on a Cisco router
user interface?

*a. Indicates location of an error in a comand string

b. Indicates that you are in hel p node

c. Indicates that nore infornation nust be entered to conplete the
comand

d. Indicates that you are in privil eged node

16. What would you type at the router user pronpt if you wanted to see
what show subcommands are avail abl e?

a. ?

b. Command ?
*c. Show ?
d. List ?

17. What would you type at the router user pronpt if you wanted to see
what configurati on subcomrands are avail abl e?

a. ?

b. Command ?
c. List ?
*d. Config ?

18. Which of the commands |isted below is only available at the
privileged access node?

a. Ping
*b, Show
c. Trace
d. PPP

Engi neering Journal and Wrkbook, Vol. 1 - Chapter 22 - Router
Conponent s

1. Wiich of the follow ng describes a |location fromwhich a router is
confi gured?

*a. Once installed on the network, a router can be configured from
virtual term nals.

b. Upon initial configuration, a router is configured fromthe virtua
term nal s.

c. Once installed on the network, a router can be configured via nodem
fromthe consol e termnal

d. Upon initial configuration, a router is configured via nmbdem using
the auxiliary port.

2. Wiich of the follow ng does not describe external configuration of
routers?

a. Upon initial configuration, a router is configured fromthe console
t er m nal

*b. The router can be connected via nodem using the console port.

c. Once installed, a router is configured fromthe console term nal

d. Configuration files can be downl oaded froma TFTP server on the

net wor k.

3. Which of the follow ng router conponents has these characteristics:
Stores routing tables, fast-sw tching cache, and packet hold queues?
a. NVRAM



*b. RAM DRAM
c. Flash
d. ROM

4. Which of the followi ng router conponents has these characteristics:
Hol ds the operating systemand microcode; retains its contents when you
power down or restart; and all ows software updates without replacing
chi ps?

a. NVRAM

b. RAM DRAM

*c. Flash

d. ROM

5. Which of the follow ng best describes the function of NVRAM

a. Provides tenporary and/or running nmenory for the router's
configuration file while the router is powered on.

*b. Stores the router's backup configuration file. The content is
retai ned when you power down or restart.

c. Holds the operating systeminmage and m crocode and allows you to
update software w t hout renoving and replacing chips on the processor
d. Contains power-on diagnostics, a bootstrap program and operating
system sof t war e.

6. Which of the follow ng does not describe a function of working
storage RAMin a router?

a. A bootstrap programperforns tests and then | oads the Cisco | OS
software into nenory.

b. A saved version of the configuration file is accessed from NVRAM and
| oaded into main nmenory when the router initializes.

*c. The EXEC part of the 10S software handl es packet buffering and the
gueui ng of packets.

d. The operating systeminage is usually executed fromthe nain RAM and
| oaded from an input source.

7. Which of the following is the router node that supports debuggi ng and
testing commands, manipul ation of configuration files, and detail ed

exam nation of the router?

a. G obal configuration node

b. RXBOOT node

*c. Privileged EXEC node

d. Setup node

8. Which of the follow ng describes functions of the User EXEC node of a
router?

a. Presents an interactive pronpted dial og that hel ps the new user
create a first-tine basic configuration

b. Inplements powerful one-line comrands that performsinple
configuration tasks

c. Used for recovery from catastrophe, such as to recover |ost passwords
*d. Allows the user to view sone informati on about the router but not
change anyt hi ng

9. If you are in global configuration node, what does the router pronpt
| ook Iike?

a. router #

*b. router (config) #

c. router-config #

d. r-config #

10. Wen you are in user node, what does the router pronpt |ook |ike?
a. router -



*hb. router >
C. router #
d. router

11. What is the conmand you enter to gain access to Privileged Exec
node?

*a. ena
b. p exec
C. exec

d. enabl e p-exec

12. Which of the follow ng does not correctly describe the function of a
router status conmand?

a. [show version] - Displays configuration of the system hardware, the
nanes and sources of configuration files, and the boot images.

b. [show menj - Displays statistics about the router's nenory, including
menory free pool statistics.

*c. [show buffers] - Displays statistics for the buffer pools on the
router.

d. [show interfaces] - Displays statistics for all interfaces configured
on the router.

13. If you type show ? at the router > pronpt, what will show up on the
screen?

a. Nothing, this is not a valid comand.

*b. Al the items that can be shown in user node.

c. The status of the router.

d. Information about the version of the IOS that is currently running.

14. Which of the follow ng describes a function of the [show running-
config] G sco | 0OS conmand?

a. It allows an adnministrator to see the imge size and startup
configurati on commands the router will use on the next restart.

b. It displays a nessage at the top showi ng how much nonvol atile nenory
has been used.

c. It allows an adnministrator to see the configuration of the processes
and interrupt routines.

*d. It allows an adnministrator to see the current running configuration
on the router.

15. Which of the follow ng describes a function of the [show start up-
config] G sco | GS conmand?

a. It allows an administrator to see the current running configuration
on the router.

*b. It displays a nessage at the top showi ng how nuch nonvol atil e nenmory
has been used.

c. It allows an adnministrator to see the reason for the |ast system
reboot .

d. It displays this nessage at the top: "Current Configuration”

16. The [show interface serial] C sco | OS router comand can displ ay
whi ch one of the following |lines of information?

a. 10s (tm 4500 Software (C4500-J-M, Experinmental Version 11.2

b. DECNET routing is enabl ed

*c. Serial 1 is up, line protocol is up

d. Systemimage file is "c4500-j-ne"

17. The [show version] Cisco | OS router command can di splay which one of
the following Iines of information?

*a. 105 (tm 4500 Software (C4500-J-M, Experinental Version 11.2

b. Hardware is M5025



c. Internet Protocol routing is enabl ed
d. Internet address is 183.8.64.129

18. The [show protocols] Cisco I 0S router conmand can display which one
of the following lines of information?

a. Serial 1 is up, line protocol is up

b. Conpiled Fri 28-Jun-96

*c. Apple Talk routing is enabl ed

d. ROM System Bootstrap, Version 5.1(1)

19. What kind of information cannot be obtai ned when you enter [show
interface] in the user node?

a. The MAC address for all interfaces

b. The IP address for all interfaces

*c. How many users are | ogged onto each interface

d. The encapsul ation protocol for each interface

20. If you typed [show interface EO] at the pronpt router#, which of the
foll owi ng best shows what the first five lines of the response would
ook Iike if the interface was up?

a. EthernetO is up, line protocol is up''Address is 0000.0f92,c54b (bia
0000. 0f 92. c54b) "' "I nternet address is 223.8.151.1/24'' MTU 1500 bytes, BW
10000 Kbit, DLY 1000 usec, rely 255/255, |oad 1/255''Encapsul ati on ARPA,
| oopback not set, keepalive set (10sec)

b. EthernetO is up, line protocol is up''Hardware is Lance, address is
0000. 0f 92. c54b (bia 0000. 0f 92. c54b)' 'Internet address is
223.S.151.1/24' "' ARP type: ARPA, ARP Ti neout 05:00: 00" "' Encapsul ation
ARPA, | oopback not set, keepalive set (10sec)

*c. EthernetO is up, line protocol is up''Hardware is Lance, address is
0000. 0f 92. c54b (bia 0000. 0f 92. c54b)' 'Internet address is
223.8.151.1/24' ' MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec, rely

255/ 255, | oad 1/255'' Encapsul ati on ARPA, | oopback not set, keepalive set
(10sec)

d. EthernetO is up, line protocol is up''Address is 0000.0f92.c54b (bia
0000. 0f 92. c54b) "' ' Internet address is 223.8.151.1/24'' Subnet Mask is

255, 255, 255. 255/ 24" ' Encapsul ati on ARPA, | oopback not set, keepalive set
(10sec)

21. \Wich one of the following is a function of C sco Discovery Protoco

(CDP) ?
a. Provides a way to use an echo to eval uate the path-to-host
reliability

b. Provides a way to deternine whether a routing table entry exists

c. Provides a way to see the current running configuration on the |oca
router

*d. Provides a way to access sumuaries of configurations on directly
connect ed devi ces

22. Wich of the following is a characteristic of C sco Discovery

Pr ot ocol (CDP)?

a. It runs over OSI Layer 3.

*b. It allows CDP devices that support different network-1ayer protocols
to | earn about each ot her

c. It will obtain information about nei ghboring devices only if the

adm ni strator enters conmmands.

d. It obtains information only about devices running TCP/IP

23. What steps does the network administrator have to take to make Ci sco
Di scovery Protocol (CDP) run at systemstart up?

a. Type "cdp enable" at the first router pronpt.

b. Type "cdp enable" at the first privilege EXEC router pronpt.



*c. CDP runs automatically at start up
d. Type "cdp enable" at any pronpt at then save the config file.

24, \Wich of the following is a function of the CDP [show] comand?

a. It displays infornation about any CDP-enabl ed router on the network.
b. It displays information on a consol e connected to any node in the
net wor k.

c. It helps evaluate del ays over network paths and pat h-to-host
reliability.

*d. It identifies neighboring routers' host names and | P addresses.

25. Wich of the following is not provided by the CDP [show] comand to
tell about nei ghbor routers?

*a. Processes list, with informati on about the active processes

b. Port identifier, such as EthernetO, Seriall, etc.

c. The device's hardware platform

d. Address list, with addresses for supported protocols

26. Wiich of the following is a function of the [cdp enable] comand?
a. Boots up the Cisco I 0S software and i npl enents diagnostic testing
b. Displays values of the CDP tiners

*c. Begins CDP's dynam c discovery function on the router's interfaces
d. Discards expired hol dtinme val ues

27. Wich of the following is not a function of the [show cdp interface]
comand?

a. Displays the values of the CDP tinmers

*b. Displays the reasons for system reboot

c. Displays the interface status

d. Displays the encapsul ati on used by CDP

28. Wich of the following is a function of the [show cdp entry] (device
nane) conmand?

a. Establishes a connection to a renpte router

b. Displays the cached CDP entry for every directly connected CDP router
*c. Allows an administrator to see the | P addresses of the targeted
router

d. Displays version infornation about the network protocols running on
the router

29. Wich of the following is not a function of the [show cdp entry]
(devi ce nane) conmand?

*a. Displays the cached CDP entry for every directly connected CDP
router

b. Displays all Layer 3 addresses present on the router

c. Displays how long ago the CDP frame arrived fromthe router

d. Displays version infornation about the router

30. Wich of the following is a function of the [show cdp nei ghbors]
comand?

a. Displays the device capability code of renpte routers

b. Displays the path-to-host reliability of a network connection

c. Displays the encapsul ati on of the protocols used by nei ghbor routers
*d. Displays the neighbor's renpte port type and nunber

31. Wich of the following is not a function of the [show cdp nei ghbors]
comand?

a. Displays the cached CDP entry for every directly connected CDP router
*b. Displays the CDP updates received on any network router

c. Displays information like that from[show cdp entry] when [show cdp
nei ghbors detail] is used



d. Displays nei ghbor device IDs

32. Wiy would you use the [show cdp nei ghbors] conmand?

a. To get a snapshot view of the routers in the network

*b. To get a overview of the routers that are directly connected to ne
c. To get the I P addresses for neighboring routers

d. To building a routing table for all routers in the network

nei ghbor hood

33. Wiich of the following is a feature of Telnet router operations?

a. Telnet is typically used to connect a router to nei ghbor routers.

b. A router can have only one inconing Tel net session at a tine.

*c. A Tel net session can be suspended and then resuned.

d. To initiate a Tel net session, you have to know the nane of the host.

Engi neering Journal and Wrkbook, Vol. 1 - Chapter 23 - Router Startup
and Setup

1. Wiich of the following is the correct order of steps in the C sco
router systemstartup routine?

a. (1) locate and | oad operating system (2) |oad bootstrap, (3) test
hardware, (4) locate and |oad configuration file

*b. (1) test hardware, (2) |oad bootstrap, (3) locate and | oad operating
system (4) locate and | oad configuration file

c. (1) load bootstrap, (2) locate and |oad configuration file, (3) test
hardware, (4) locate and | oad operating system

d. (1) test hardware, (2) |oad bootstrap, (3) locate and | oad
configuration file, (4) locate and | oad operating system

2. Wiich of the following is not a step in the C sco router system
startup routine?

a. Load bootstrap

b. Power-up hardware self-test

*c. Enabl e CDP on each interface

d. Locate and |load configuration file

3. Wiich of the following is an inportant function of the power-up self-
test?

a. To determne the router hardware and software conponents and |i st
them on the console term na

b. To cause other instructions to be | oaded into nenory

*c. To execute diagnostics that verify the basic operation of router

har dwar e

d. To start routing processes, supply addresses for interfaces, and set
up nedi a characteristics

4. Waich of the following is an inportant result of Cisco | OS | oading
onto a router?

*a. Deternmining the router hardware and software conponents, and listing
them on the console term na

b. Causing other instructions to be |oaded into nenory

c. Executing diagnostics that verify the basic operation of router

har dwar e

d. Starting routing processes, supplying addresses for interfaces, and
setting up nmedia characteristics

5. Which of the following is an inportant result of the configuration
file loading onto a router?

a. Determ ning the router hardware and software conponents and |isting
them on the console term na

b. Causing other instructions to be | oaded into menory



c. Executing diagnostics that verify the basic operation of router

har dwar e

*d. Starting routing processes, supplying addresses for interfaces, and
setting up nmedia characteristics

6. Wihich of the following is not a function of the router system startup
routine?

*a. Verifying the routing of protocol packets

b. Testing of the basic operations of router hardware

c. Causing other instructions to be | oaded into nenory

d. Starting routing processes, supplying addresses for interfaces, and
setting up nmedia characteristics

7. What is the function of the [erase startup-config] conmand?

*a. It deletes the backup configuration file in NVRAM

b. It deletes the bootstrap i mage from Fl ash nenory.

c. It deletes the current |10S from NVRAM

d. It deletes the current running configuration fromFlash nenory.
8. What is the function of the [rel oad] conmand?

a. It loads a backup configuration file froma TFTP server.

b. It saves the new I0S to Flash nenory.

*c. It reboots the router.

d. It loads the new configuration file in NVRAM

9. Which router conmmand del etes the backup configuration file in NVRAM?
a. [del ete backup-config]

b. [erase backup-config]

c. [delete startup-config]

*

d. [erase startup-config]

10. Which router conmand causes the router to reboot?
*a. [rel oad]

b. [restart]

c. [reboot]

d. [rerun]

11. When is the router setup node executed?

a. After the saved configuration file is |oaded into main nenory
b. When the network admi ni strator needs to enter conpl ex protoco
features on the router

c. Wien the router begins software initialization

*d. When the router cannot find a valid configuration file

12. Which of the follow ng does not describe features of the router
setup node?

a. Many default settings appear in square brackets.

b. The pronpt and command for the setup node are "router# setup”

c. The first line and title of the setup dialog is "System Configuration
Di al og"

*d. Pressing the Return key cancel s dial og pronpts.

13. Which of the following correctly describes a procedure for setup of
router global and interface paraneters on a router?

a. A default paraneter is shown in square brackets at every pronpt.

*b. The router host nane nust be set.

c. An enabl e secret password can be set, but is not required.

d. For each installed interface, a series of questions nust be answered.

14. Which of the follow ng does not correctly describe a procedure for
setup of global and interface paraneters on a router?



a. An enabl e secret password nust be entered.

*b. A default paraneter is shown in square brackets at every pronpt.
c. Configuration values that you have determined for the installed
interfaces are entered as paranmeters at the interface pronpts.

d. The router host name nust be set.

15. What information do you need to gather before starting a global or
interface configuration session on a router?

a. Brand and nodel of router and type of networks the router connects to
directly.

b. 105 version and current register setting.

*c. Which routing protocols will be needed, |P addresses of interface
and subnets, and which interfaces are bei ng used.

d. | P addresses of neighboring routers, size of Flash nenory.

16. Which of the following correctly describes the router setup script
revi ew?

*a. The setup comand program di splays the configuration that was
created fromyour answers to the setup pronpts.

b. The setup command program asks you if you want to change any of your
answers.

c. If you choose to use the displayed configuration, you select a
location to save it to.

d. If you choose not to use the configuration, you nust reboot the
router.

17. Which of the followi ng correctly describes the procedure for

nodi fying the script displayed upon conpletion of the router
configuration process?

a. The setup command program pronpts you at each of the script lines as
to whet her you want to change your answers.

b. You choose not to accept the configuration and the router then
reboots.

c. You select the dialog |ines that you want to change and t he program
then pronpts you again at those |ines.

*d. The script tells you to use configuration node to nodify the
configuration.

18. Wy might you want to issue [show startup-config] and [show runni ng-
config] commands?

a. It's time to update the I10S and you need to kill certain router
processes before proceedi ng.

b. To determine the time since the router booted and the current

regi ster setting.

*c. The router suddenly isn't working right and you want to conpare the
initial state to the present state

d. To find out where the 10S booted from and which version is being
used.

19. Wiy shoul d the enabl e password be different than the enabl e secret
passwor d?

a. The router asks that the passwords be changed nonthly if they are the
sane

b. To provide an additional category of users

*c. The enabl e password can be read directly fromthe configuration file
d. The 1 CS behaves badly if they are the sane

20. Wat file(s) would you find in NVRAM?
a. 10S and configuration files

*b. Configuration file

c. Backup copy of 10S



d. Limted version I0S and registry files

Engi neering Journal and Workbook, Vol. 1 - Chapter 24 - Router
Configuration

1. Wiich of the following is not a function of the privileged EXEC
[configure] comand?

a. To configure a router froma virtual termna

*b. To configure a TFTP server froma virtual termnal

c. To configure a router fromthe consol e term na

d. To load a configuration froma network TFTP server

2. Which of the following is not a step in using the [copy running-
config tftp] command to store the current router configuration? (The
steps are listed in order.)

a. Enter the [copy running-config tftp] comand.

*b. Enter the IP address of the router.

c. Enter the nanme you want to assign to the configuration file.

d. Confirmyour choices.

3. Wiich of the following is not a step in using the [copy tftp running-
config] command to load a router configuration file stored on a TFTP
server? (The steps are listed in order.)

a. Enter the [copy tftp running-config] comand.

b. Select either a host configuration file or a network configuration
file.

c. Enter the I P address of the renpte host fromwhich you retrieve the
configuration file.

*d. Enter the nane of the server to which you will load the file.

4. Wiich of the followi ng does not correctly describe using a TFTP
server to maintain router configuration files?

*a. A host configuration file contains conmands that apply to al
routers and terminal servers on the network.

b. The convention for all filenames is UN X-based.

c. The default filenane is [hostnane-config] for the host file.

d. Reconfiguration of the router occurs as soon as a new file is
downl oaded to the router.

5. You want to replace your current configuration file with one |ocated
on a TFTP server, what is the process you need to go through to do this?
a. router (config)# copy tftp running-config''Host or network
configuration file [host]?''IP address of renmpte host [255.255.255.255] 7
131.108. 6. 155" ' Name of configuration file [Router-config]?

paris.3"' Configure using paris.3 from131.108.6.155 [confirm y''Booting
paris.3 from 131.108.6.155: !'! [OK - 874/16000 bytes]'' Router (config)O
b. router # copy tftp running-config''Host or network configuration file
[host]?' "I P address of renmpte host [255.255.255. 255] ?
131.108. 6. 155" ' Configure using paris.3 from 131.108. 6. 155 [confirni

y' " Booting paris.3 from 131.108.6.155: !! [OK - 874/16000

bytes]'' Router#

c. router # copy tftp running-config' 'Host or network configuration file
[host]?' ' Nanme of configuration file [Router-config]? paris.3" ' Configure
using paris.3 from 131.108.6.155 [confirn] y''Booting paris.3 from
131.108.6.155: I'! [OK - 874/16000 bytes]'' Router#

*d. router O copy tftp running-config' 'Host or network configuration
file [host]?''IP address of renmpte host [255.255.255. 255] 7
131.108. 6. 155" ' Nanme of configuration file [Router-config]?
paris. 3" ' Configure using paris.3 from 131.108.6. 155 [confirn] y''Booting
paris.3 from 131.108.6.155: !! [OK - 874/16000 bytes]'' Router#



6. What is the function of the [configure nenory] router conmand?
*a. Loads configuration information from NVRAM

b. Erases the contents of NVRAM

c. Stores into NVRAM the current configuration in RAM

d. Displays the configuration saved i n NVRAM

7. What is the function of the [copy running-config startup-config]
router comrand?

a. Loads configuration information from NVRAM

b. Erases the contents of NVRAM

*c. Stores into NVRAMthe current configuration in RAM

d. Displays the configuration saved i n NVRAM

8. You have added a new LAN onto you network, therefore, you have
updat ed your routing table and other parts of your configuration file.
What comand do you need to issue to save the new configuration file?
a. [copy config startup-config]

*b. [copy running-config startup-config]

c. [configure nmenory]

d. [copy startup-config config-running]

9. Wiich router node is a subset of the EXEC conmands avail able at the
privileged EXEC node?

*a. dobal configuration node

b. User EXEC node

c. Interface configuration node

d. Router configuration node

10. What is the system pronpt for the user EXEC router node?
*a. Router>

b. Router#

c. Router(config)#

d. User EXEC

11. What happens when you type exit at a router node pronpt?

a. A configuration node pronpt appears.

b. The router |ogs you off.

*c. The router backs out one node |evel.

d. A question pronpt appears, requesting a network device |ocation

12. What does the router pronpt | ook Iike when you are in globa
configuration node?

a. router#

b. router (config-router)#

*c. router (config)#

d. router-config#

13. If you want to back conpletely out of config nbode, what nust you
enter?

a. exit

b. no config-nbde

c. control e

*d. control z

14. |f you type control-z to get out of config node, where do you end
up?

a. user EXEC node

*b. privileged EXEC node

c. gl obal -config node

d. router-node



15. If you are planning to configure an interface, what pronmpt should be

on the router?

a. router (config)#

b. router (config-in)#

c. router (config-intf
)

. #
*d. router (Config-if

)
#

16. Which of the follow ng does not describe a procedure for using the
router global configuration node?

a. You type "configure" to enter global configuration node.

b. You can specify the terninal, NVRAM or a file on a server as the
source of configuration commands.

*c. You can type conmands to configure specific interfaces.

d. You can type a conmand to reach a pronpt for the interface
configuration node.

17. Which of the following is the system pronpt for the gl oba
configuration node?

a. Router#

*b. Router(config)#

c. Router(config-global)#

d. Router(config-router)#

18. Which of the follow ng does not describe a step in the procedure for
using the router configuration node?

a. Enter a global router protocol comrand type at the gl oba
configuration pronpt.

b. The Router(config-router)# pronpt indicates you are in router
configuration node.

*c. Defaults can be selected for all available command opti ons.

d. Finish using this node with the comand "exit".

19. Which of the follow ng does not describe a step in the procedure for
using the interface configuration node?

a. Enter a global interface type and nunber conmand at the gl oba
configuration pronpt.

b. The Router(config-if)# pronpt indicates you are in interface
configuration node.

c. Interfaces can be turned on and off using commands in this node.

*d. Interface types are enabled at subconmands in this node.

20. Wich of the following is a correct order for the process of
configuring a router? (Assune you have al ready nade router changes in
configuration node.)

a. (1) Save changes to backup, (2) decide if changes are your intended
results, (3) examine results, (4) exami ne backup file

*b. (1) Examine results, (2) decide if changes are your intended
results, (3) save changes to backup, (4) exanine backup file

c. (1) Decide if changes are your intended results, (2) exani ne backup
file, (3) save changes to backup, (4) examine results

d. (1) Exam ne results, (2) save changes to backup, (3) decide if
changes are your intended results, (4) exanine backup file

21. Wich of the followi ng best describes the process of configuring a
router?

a. (1) Examine results, (2) make changes in configuration node, (3)
remove changes, (4) decide if changes are your intended results

b. (1) Decide if changes are your intended results, (2) nmake changes in
configuration node, (3) exami ne results, (4) renove changes

c. (1) Make changes in configuration node, (2) decide if changes are
your intended results, (3) exanm ne results, (4) renove changes



*d. (1) Make changes in configuration node, (2) exam ne results, (3)
decide if changes are your intended results, (4) renpve changes

22. Wich of the following is a command that can be used to save router
configuration changes to a backup?

*a. Router# copy running-config tftp

b. Router# show runni ng-config

c. Router# config nmem

d. Router# copy tftp running-config

23. Wich of the following is not a conmand to renbve router
configuration changes?

a. Router(config)# no ..

b. Router# config nem

*c. Router# copy running-config startup-config

d. Router# copy tftp running-config

24, \Wich of the followi ng correctly describes password configuration on
routers?

a. Al passwords are established in the privileged EXEC node.

b. Al passwords alter the password character string.

*c. A password can be established on all incom ng Tel net sessions.

d. The enabl e password conmand restricts access to user EXEC node.

25. Wich of the followi ng does not describe password configuration on
routers?

*a. Passwords can be established in every configuration node.

b. A password can be established on any consol e term nal

c. The enabl e-secret password uses an encryption process to alter the
password character string.

d. Al password establishnent begins in the global configuration node.

26. \Wen you are setting passwords for vty 0 4, what access point to the
router are you setting a password for?

a. Line consoles

*b. Tel net sessions

c. Renote host router

d. Virtual hosts

27. The password set up with the [enabl e-secret] command is to control
direct access to what?

a. User EXEC node

b. Configure Interface node

*c. Privilege EXEC node

d. dobal Config node

28. Wich of the followi ng correctly describes procedures for confirm ng
router identification?

a. Routers should be named only after initial testing of the network.

b. If no nane is configured, the systemautonatically assigns the router
a numnber.

*c. You nane the router in global configuration node.

d. The login banner can be configured to display systemerror nessages.

29. Wich of the followi ng does not describe procedures for confirmng
router identification?

a. If no name is configured, the systemdefault router name is "Router"
b. Nanming your router to be the host should be one of the first network
configuration tasks.

c. The login banner is configured in global configuration node.



*d. You can configure a nessage-of-the-day banner to display on
specified termnals.

30. You want to create a nessage to let people know a little sonething
about the network when they Iog on - what command enabl es you to do

t his?

a. [banner nesq]

*b. [banner notd]

c. [daily nesq]

d. [daily notd]

Engi neering Journal and Wrkbook, Vol. 1 - Chapter 25 - 1 0S

1. Wiich of the following correctly describes a nethod for specifying
how a router |oads the G sco | OS software?

*a. Designate fallback sources for the router to use in sequence from
NVRAM

b. Configure the Cisco IS software inmage for the |ocation where it wll
boot strap

c. Manually boot a default systeminmage at a virtual term na

d. Manually boot a default systemimage at the network server

2. Wiich is the sequence used by the router for autonmatic fallback to
| ocate Cisco | OS software?

a. (1) Flash, (2) NVRAM (3) TFTP server

b. (1) NVRAM (2) TFTP server, (3) Flash

*c. (1) NVRAM (2) Flash (3), TFTP server

d. (1) TFTP server, (2) Flash (3), NVRAM

3. Wiich of the follow ng does not describe configuration register
settings for C sco | GS bootstrappi ng?

a. The order in which the router |ooks for system bootstrap i nformation
depends on the boot field setting.

b. You change the configuration register setting with the conmand
[config-register].

c. You use a hexadeci mal nunber when setting the configuration register
boot field.

*d. Use the [show running-config] command to check the boot field
setting.

4. Which of the following is information displayed by the G sco ICS
[ show version] comand?
a. Statistics about the router's nenory
*b. Nane of the system i mage
c. Information about the Flash nmenory device
Status of configured network protocols

d
5. Which comand is used to discover the configuration register setting?
a. [show register]

b. [show runni ng-confi g]

*c. [show versi on]

d. [show startup-config]

6

f

a

. Which of the follow ng does not correctly describe a fallback option
or booting Cisco | OS software?
. Flash nenory provides storage that is not vulnerable to network
failures.
b. Loading G sco | OS software froma TFTP server is a good option in
case Flash menory becones corrupted
*c. The systeminmge booted from ROMis usually a conplete copy of C sco
| OS software.



d. ROM nay contain an ol der version of Ci sco | 0S software.

7. Wiich of the following correctly describes preparing to use a TFTP
server to copy software to Flash nenory?

*a. The TFTP server nust be another router or a host systemsuch as a
UNI X workstation or a | aptop conputer.

b. The TFTP host nmust be a system connected to an Ethernet network.

c. The nane of the router containing the Flash nenory nust be
identified.

d. The Flash nenory nust be enabl ed.

8. Which of the following is not a step in preparing to copy software
froma TFTP host to Flash menory?

a. Check on the router to nake sure you can see and wite into Flash

b. Verify that the router has sufficient roomto accommpdate Ci sco |ICS
sof t war e.

*c. Use the [show ip route] conmmand to make sure you can access the TFTP
server over the TCP/IP network.

d. Check on the TFTP server to make sure you know the file or file space
for the Cisco | CS software inmge

9. Which of the follow ng does not describe the procedure to verify
sufficient roomin Flash nenory for copying software?

a. Use the [show flash] command.

*b. ldentify the total nmenory in Flash, which is the avail able nenory.
c. Conpare the available nenory with the I ength of the Csco ICS
software image to be copied.

d. If there is not enough avail able nmenory, you can try to obtain a
smal l er Cisco | CS software i nage

10. How woul d you deternine the size of the 10S inage file on a TFTP
server?

a. Go to the Cisco Wb site and consult the inmage file size table.

b. Type [show version] on your router

*c. Do [dir] or [Is] on the TFTP server.

d. Telnet to the TFTP server and issue a [show fil es] conmand.

11. Which of the following is the fastest way to nake sure the TFTP
server is reachable prior to trying to transfer an I10S image file?
a. Trace the TFTP server

*b. Ping the TFTP server

c. Telnet to the TFTP server

d. Call the TFTP server adm nistrator

12. Why do you need to determine the file size of the I0S i mage on the
TFTP server before transferring it to your router?

*a. To check that there is enough space in Flash to store the file

b. To verify that the file is the correct 10S for your router

c. To conplete a trivial file transfer protocol operation, the file size
nmust be known

d. To calculate the download tine for the file and thus, the amunt of
time the router will be out of service

13. What information is not provided in the Cisco imge fil enane systenf
a. Capabilities of the inmage

b. The platformon which the imge runs

c. Were the image runs

*d. Size of the inage

14. Which of the following is not part of the procedure for creating a
Cisco I 0s software i nage backup to a TFTP server?



a. Use the [show flash] conmmand to | earn the nane of the system i nage
file.

b. Enter the [copy flash tftp] comand to begin the copy process.

*c. Enter the IP address of the router holding the imge file.

d. You nay renanme the file during transfer

15. Wy does an adninistrator create a Cisco | OS software i mage backup?
a. To verify that the copy in Flash is the same as the copy in ROM

b. To provide a fallback copy of the current image prior to copying the
i mage to a new router

c. To create a fallback copy of the current imge as part of procedures
during recovery fromsystemfailure

*d. To create a fallback copy of the current inmage prior to updating
with a new version

16. Which of the following is not part of the procedure for |oading a
new Cisco | 0S software inmage to Flash nmenory froma TFTP server? (The
procedures are listed in correct order.)

a. Backup a copy of the current software inmage to the TFTP server

*b. Enter the [copy flash tftp] comand to start downl oadi ng the new
i mrage fromthe server.

c. The procedure asks if you are willing to erase Flash

d. A series of Vs on the display indicates successful check run
verification.

17. Which of the following is not part of the procedure for |oading a
backup Cisco |1 CS software inmage to Flash nenory froma TFTP server? (The
procedures are listed in correct order.)

a. Enter the [copy tftp flash] conmand.

b. A prompt asks you for the | P address of the TFTP server.

*c. If afile with the same nanme exists in Flash nenory, the file being
copied automatically replaces it.

d. Enter the [reload] comand to boot up the router using the newly

copi ed i mage.

18. What is the initial boot attenpt if the router register is set to
x21007?

*a. ROM Moni tor

b. TFTP server

c. ROM

d. Flash

19. What is the initial boot attenpt if the router register is set to
x2101?

a. ROM Monitor

b. TFTP server

*c. ROM

d. Flash

20. What is the initial boot attenpt if the router register is set to
x2102?

a. ROM Moni tor

b. TFTP server

c. RoM

*d. Flash

Engi neeri ng Journal and Wrkbook, Vol. 1 - Chapter 26 - TCP/IP

1. Wiich of the follow ng best describes TCP/ | P?

*a. Suite of protocols that can be used to communi cate across any set of
i nt erconnect ed networ ks



b. Suite of protocols that allows LANs to connect into WANs

c. Protocols that allow for data transnission across a multitude of

net wor ks

d. Protocols that allow different devices to be shared by interconnected
net wor ks

2. Wiich of the follow ng best describes the purpose of TCP/IP protoco
st acks?

a. Maps closely to the OSI reference nodel in the upper |ayers

*b. Supports all standard physical and data-link protocols

c. Transfers information in a sequence of datagrans

d. Reassenbl es datagrans into conplete nessages at the receiving

| ocation

3. The function of the application |ayer of the TCP/IP conceptual |ayers
i s best described by which of the foll ow ng?

a. Responsible for breaking nessages into segments and then reassenbling
them at the destination

b. Acts as a protocol to manage networking applications

*c. Exists for file transfer, e-nmail, renote |ogin, and network
managenment

d. Resends anything that is not received, and reassenbl es nmessages from
t he segnents

4. Wy are TCP three-way handshake/ open connections used?

a. To ensure that |ost data can be recovered if problens occur |ater
*b. To determ ne how nuch data the receiving station can accept at one
tinme

c. To provide nore efficient use of bandwi dth by users

d. To change binary ping responses into information in the upper |ayers

5. What does a TCP sliding wi ndow do?

a. It makes the window | arger so nore data can come through at once,
which results in nore efficient use of bandw dth.

b. The wi ndow size slides to each section of the datagramto receive
data, which results in nore efficient use of bandw dth.

*c. It allows the window size to be negotiated dynamically during the
TCP session, which results in nore efficient use of bandw dth.

d. It limts the inconmng data so that each segnent must be sent one by
one, which is an inefficient use of bandw dth.

6. What do the TCP sequence and acknow edgenent nunbers do?

a. They break datagrans into their binary coefficients, nunber them
sequentially, and send themto their destination, where their receipt is
acknow edged by the sender.

b. They break nessages down into datagrans that are nunbered and then
sent to a host according to the sequence set by the source TCP

c. They provide a system for sequenci ng datagrans at the source and
acknow edgi ng them at the destination

*d. They provi de sequencing of segnents with a forward reference
acknow edgenent, nunber datagrans before transm ssion, and reassenble
the segnents into a conpl ete nessage

7. Wiy does UDP use application |layer protocols to provide reliability?
a. To speed the transni ssion over the network.

b. The lack of reliability protocols nmakes the software | ess expensive

and easier to configure.

c. It lacks a protocol to sequence datagrans and negotiate w ndow si ze.
*d. It does not use wi ndowi ng or acknow edgenents.

8. What does the acronym | CWP stand for?



a. Internetwork Connection Mddel Protoco
b. Internet Connection Mnitor Protocol
*c. Internet Control Message Protoco

d. Internetwork Control Mbde Protoco

9. What is the purpose of | CwWs?

a. The put the internetwork in control node so that the protocols can be
set up.

b. They are nessages that the network uses to nmonitor connection

pr ot ocol s.

c. They are standard binary nessages that act as nodel internetwork

pr ot ocol s.

*d. They are messages carried in |IP datagrans used to send error and
control nessages.

10. What does the acronym ARP stand for?
a. Address Resource Protoco

*b. Address Resol ution Protoco

c. Address Research Program

d. Address Routing Program

11. What is the function of ARP?

a. It conpletes research for a destination address for a datagram
b. It is used to develop a cached address resource table.

*c. It is used to map an | P address to a MAC address.

d. It sends a broadcast message | ooking for the router address.

12. How does a sender find out the destination's MAC address?

a. It consults its routing table.

b. It sends a nessage to all the addresses searching for the address.
*c. It sends out a broadcast nessage to the entire LAN.

d. It sends out a broadcast nessage to the entire network.

13. What is the function of the RARP?

*a. It is a protocol in the TCP/IP stack that provides a nethod for
finding | P addresses based on MAC addresses.

b. It is a protocol used to nmap a 32-bit |IP address to a MAC address.

c. It is a protocol used to devel op a cached address resource table for
the router.

d. It a protocol that conpletes research for a destination address for a
dat agram based on the | P address.

14. Which of the follow ng best describes the purpose of checksunf

a. Method for conparing | P addresses agai nst those permtted access to
all ow entry by a host

*b. Method for checking the integrity of transmtted data.

c. Method for conmputing a sequence of octets taken through a series of
arithnmetic operations.

d. Method for reconputing |IP address values at the receiving end and
conparing them for verification.

15. Which of the follow ng best describes flow control?

a. A device at the destination side that controls the flow of incom ng
dat a

b. A buffer at the source side that nonitors the outflow of data

*c. A technique that ensures that the source does not overwhel mthe
destination with data

d. A suspension of transmi ssion until the data in the source buffers has
been processed

16. What does the acronym SNWP stand for?



a. Standard Node Monitor Protoco
b. Standard Network Managenent Protoco
c. Sinple Node Managenent Protoco
*d. Sinple Network Managenent Prot ocol

17. What is the purpose of SNWP?

*a. Means to monitor and control network devices and to manage
configurations, statistics collection, performance, and security

b. Means to nonitor the devices that are connected to one router, and
assign a regular address to each host on the node network

c. Protocol that provides the network administrator with the ability to
manage the devices on the network and control who has access to each
node

d. Protocol that allows for the managenent of network security,
performance, and configuration froma renote host

18. Which of the follow ng best describes TTL?

a. Field in the datagram header that deternines how long the data is
val i d

*b. Field in an I P header that indicates how | ong a packet is considered
val i d

c. Field within an I P datagram that indicates the upper-I|ayer protoco
sendi ng the datagram

d. Field in a datagram head that indicates when the next data packet

will arrive

19. Which of the follow ng best describes UDP?

a. A protocol that acknow edges flawed or intact datagrans

b. A protocol that detects errors and requests retransm ssions fromthe
source

c. A protocol that processes datagrans and requests retransm ssi ons when
necessary

*d. A protocol that exchanges datagrans w thout acknow edgnents or

guar ant eed delivery

20. Wich of the followi ng best describes w ndow size?

a. The maxi num si ze of the wi ndow that a software can have and stil
process data rapidly

*b. The nunber of nessages that can be transnitted while awaiting an
acknow edgment

c. The size of the window, in picas, that nust be set ahead of tine so
data can be sent

d. The size of the wi ndow opening on a nonitor, which is not always
equal to the nonitor size

Engi neering Journal and Wbrkbook, Vol. 1 - Chapter 27 - | P Addressing

1. How does a router gain access to |P addresses?

a. Al host addresses nust be entered individually by the network

adm ni strator.

*b. The router |earns addresses from other routers.

c. The network adm nistrator creates a routing table of all addresses.
Al'l hosts autonatically send their address to any avail able router

d

2. VWhat kind of address can a device or interface have?
a. Any kind

b. A network nunber and then all ones

*c. A nonzero network nunber

d. A nonzero host nunber



3. If arouter has an Ethernet interface EO, with IP address 172.31.4.1
and if the interface uses a mask of 255.255.255.0, what is the subnet
nunmber ?

a. EO: 172.16.1.0

*b. EO: 172.31.4.0

c. EO: 172.31.16.0

d. EO: 172.31.41.0

4. If you wanted to assign an address and a subnet nask and start IP
processing on an interface, what command woul d you use?

*a. | P address subnet nask

b. I'P address

c. Subnet mask

d. Address | P process

5. If you want to connect a nane to an | P address, such as "asu
129.219.0.0," what conmmand structure would you use?

*a. | P host asu 129.219.0.0

b. IP nane asu 129.219.0.0

c. | P host name asu 129.219,0.0

d. I P host address asu 129.219.0.0

6. What is the purpose of "tcp-port-nunber” in the ip host comands?

a. It identifies which IP address to use when using the host nanme with
an EXEC connect or Tel net conmmand.

b. It sets the default port of any device to port23.

c. It sets the port of the source device in the router table.

*d. It identifies which TCP port to use when using the host nane with an
EXEC connect or Tel net conmmand.

7. What is the purpose of the [ip nane-server] conmand?

*a. It defines which hosts can provide the nane service.

b. It defines a naning schene that allows a device to be identified by
its location.

c. It identifies which TCP port to use when using the host nane.

d. It generates nessages from each router used along a datagranis path.

8. Which of the follow ng best describes the function of the [show
hosts] comand?

a. It identifies the subnet mask being used at the destination site.

b. It maintains a cache of host nanme-to-address mappi ngs for use by EXEC
commands.

*c. It is used to display a cached |ist of host names and addresses.

d. It shows the host nanme for the |IP address.

9. Wien you use the [ping] command and get a result of "!," what does it
mean?

*a. Successful receipt of an echo reply

b. Tines out waiting for datagramreply

c. Destination unreachable error

d. Congesti on-experi enced packet

10. What does it nmean when you use the [ping] comand and get a result
of "."?

a. Successful receipt of an echo reply

*b., Timed out waiting for datagramreply

c. Destination unreachable error

d. Congesti on-experi enced packet

11. When you use the [ping] comand and get a result of "U " what does
it nmean?



a. Tinmed out waiting for datagramreply
*b. Destination unreachable error

c. Congesti on-experienced packet

d. Ping interrupted

12. When you use the [ping] comand and get a result of "C " what does
it nean?

a. Packet Tinme To Live exceeded

b. Ping interrupted

c. Destination unreachable error

*d. Congestion-experi enced packet

13. When you use the [ping] comand and get a result of "I," what does
it nean?

a. Destination unreachable error

*b. Ping interrupted

c. Congesti on-experienced packet

d. Packet type unknown

14. When you use the [ping] comand and get a result of "?," what does
it nean?

a. Packet Tinme To Live exceeded

b. Ping interrupted

*c. Packet type unknown

d. Congesti on-experienced packet

15. When you use the [ping] comand and get a result of "& " what does
it nean?

a. Congesti on-experienced packet

b. Ping interrupted

c. Packet type unknown

*d. Packet Tinme To Live exceeded

16. Which of the follow ng best describes the function of the extended
command node of the [ping] comand?

*a. Used to specify the supported Internet header options

b. Used to specify the tine frane for the ping return

c. Used to diagnose why api ng was del ayed or not returned

d. Used to trace the datagramas it passes through each router

17. How do you enter the extended node of the [ping] conmand?
a. ping x

b. ping e
*c. ping [return key]
d. ping m

18. What does the response "!'H' nean, when it cones in response to the
[trace] conmand?

*a. The probe was received by the router, but not forwarded.

b. The protocol was unreachabl e and the trace term nated.

c. The network was unreachabl e, but the |ast router was up

d. The port was reached, but the wire to the network was nal functi oni ng.

19. When it cones in response to the [trace] comrand, what does the
response "P" nean?

a. Time out.

b. The port was unreachabl e.

*c. The protocol was unreachabl e.

d. The network was unreachabl e.



20. What does the response "N' nean, when it cones in response to the
[trace] conmand?

a. The name has no | P address connected to it.

b. The probe was not received, so it could not be forwarded.

c. The protocol was unreachabl e.

*d. The network was unreachabl e.

21. When it cones in response to the [trace] command, what does the
response "U' nean?

a. The address was unreachabl e.

b. The protocol was unreachabl e.

c. The network was unreachabl e.

*d. The port was unreachabl e.

22. \What does the response "*" nean when it cones in response to the
[trace] conmand?

a. The destination device refused the trace.

*b. The trace timed out.

c. The network refused the trace.

d. The source used a trace that was not supported by the network

pr ot ocol

Engi neering Journal and Wbrkbook, Vol. 1 - Chapter 28 - Routing

Prot ocol s

1. If you start the router and it cannot find Cisco |IOS system i mage,
what will happen?

a. The router will not operate.

b. The router will request that you nake the Cisco | OGS avail abl e.
*c. You will have to manually set up the router in the setup nobde
d. The router will ask you to install any router operating system
2. What command do you use to access the setup node?

a. Define

b. Exec

c. Setup

*d. Configure

3. If you manually set up the router, what type of configuration wll
have?

a. It will be fully configured.

*b, It will be mininally configured

c. You will only be able to use it to install Cisco | CS.

d. It will be configured in such a way that no changes can be nmde,
except nanual ly.

4. What kind of entries does a router initially refer to?

a. Entries about networks or subnets that are directly connected
b. Entries it has | earned about fromthe C sco | CS software

*c. Entries whose | P address and mask i nformati on are known

d. Entries it has |earned about from other routers

5. Which of the follow ng best describes a static route?

a. Routing table entry that is used to direct franes for which a next
hop is not explicitly listed in the routing table

*b. Route that is explicitly configured and entered into the routing
tabl e and takes precedence over routes chosen by dynanic routing
protocol s

c. Route that adjusts automatically to network topology or traffic
changes



d. Route that adjusts involuntarily to direct frames within a network
t opol ogy

6. Which of the follow ng best describes a dynanic routing?

a. Routing that is explicitly configured and entered into the routing
tabl e

b. Routing that is used to direct frames for which a next hop is not
explicitly listed in the routing table

*c. Routing that adjusts automatically to network topology or traffic
changes

d. Routing that adjusts involuntarily to direct franes within a network

t opol ogy

7. What do link-state algorithns require routers to do?

*a. Flood routing informati on about the state of its own links to al
nodes on the internetwork

b. Flood all its routing information to all nodes on the internetwork
c. Send a conplete picture of the topology of the entire network to al
nodes on the network

d. Base routing table on infornmation provided by the every other router
and send IP information to all nodes on the network

8. An administrative distance of 15 would indicate which of the
fol |l owi ng?

a. The IP address is static.

b. The I P address is dynamc.

*c. The routing information source is trustworthy.

d. The routing infornation source is untrustworthy.

9. Wiy are routing updates not sent toalink if it is only defined by a
static route?

a. Because each node in the network already knows the route

*b. To conserve bandw dth

c. To keep routing tables small

d. To keep routing tables organi zed

10. In the follow ng conmand, what does the |ast number stand for?
router (config)# ip route 2.0.0.0 255.0.0.0 1.0.0.2 5

a. The nunber of hops

b. The number of routes to the destination

*c. The adninistrative distance

d. The destinations reference nunmber in the routing table

11. Why woul d you set the adm nistrative distance really high?
a. The network uses Enhanced | GRP.

*b. The dynami c address nay be better

c. The network uses OSPF.

d. The network uses only uses default network addresses.

12. If you just added a new LAN onto your network and you want to add
the routes to the new devices to your routing table, what comand
structure woul d you use?

a. router (config)>ip route 2.0.0.0 255.0.0.0 1.0.0.2 5

*b. router (config)# ip route 2.0.0.0 255.0.0.0 1.0.0.2 5

c. router (config)# ip route 2.0.0.0 1.0.0.2 5

d. router (config)# ip route 2.0.0.0 255.0.0.0 1.0.0.2

First Year Conpani on Guide - Chapter 1 - Networking and the OSl
Ref erence Mbdel



1. Wiich of the following is not a reason why the OSI nodel is a | ayered
net wor k nodel ?

*a. A layered nodel increases conplexity.

b. A layered nodel standardizes interfaces.

c. A layered nodel enabl es specialized devel opnent effort.

d. A layered nodel prevents changes in one area from affecting other

ar eas.

2. Wiich layer of the OSl nodel handles error notification, network
topol ogy, and fl ow control ?

a. The physical |ayer

*b. The data link |ayer

c. The transport |ayer

d. The network | ayer

3. Wiich layer of the OSI nodel establishes, maintains, and nanages
sessi ons between applications?

a. The transport |ayer

*b. The session |ayer

c. The presentation |ayer

d. The application |ayer

4. \Wich best describes the function of the presentation |ayer?

*a. It provides data representation and code formatting.

b. It handles error notification, network topol ogy, and flow control

c. It provides network services to user applications.

d. It provides electrical, nechanical, procedural, and functional neans
for activating and naintaining the Iink between systens.

5. Which layer of the OSI nodel provides network services to user
applications?

a. The transport |ayer

b. The session |ayer

c. The presentation |ayer

*d. The application |ayer

6. Which of the following correctly describes the five conversion steps
of data encapsul ati on when one conputer sends an e-nail nessage to

anot her conputer?

*a. Data, segnments, packets, franes, bits

b. Bits, franes, packets, segnents, data

c. Packets, segnents, data, bits, frames

d. Segnents, packets, franes, bits, data

7. An e-mail nessage is sent fromHost Ato Host B on a LAN. To send
this message, the data nust be encapsul ated. Wich of the follow ng best
describes the first step of data encapsul ati on?

*a. Al phanuneric characters are converted into data.

b. The nessage is segnented into easily transportabl e chunks.

c. A network header is added to the nessage (source and destination

addr esses) .

d. The nessage is converted into binary fornmat.

8. An e-mmil nessage is sent fromHost Ato Host B on a LAN. Before you
can send this nessage, the data nmust be encapsul ated. Wich of the

foll owi ng best descri bes what happens after a packet is constructed?

a. The packet is transnmitted al ong the nedi um

*b. The packet is put into a frane.

c. The packet is segnented into franes.

d. The packet is converted to binary format.



9. An e-mmil nessage is sent fromHost Ato Host B on a LAN. Before you
can send this nessage, the data nmust be encapsul ated. Wich of the

foll owi ng best describes what happens after the e-mail nmessage's

al phanuneric characters are converted into data?

a. The data is converted into binary format.

b. The data has a network header added.

*c. The data is segnented into snaller chunks.

d. The data is put into a frane.

10. Which best describes a datagranf

a. A nessage sent to the source to confirmreceipt of uncorrupted data
b. A binary representation of routing information

c. A data packet |ess than 100 bytes in size

*d. A network-Ilayer packet

First Year Conpani on Guide - Chapter 2 - The Physical and Data Link
Layers
VWhat are all the physical connecting naterials in a network call ed?
Application nedia
Educati onal nedi a

Net wor ki ng nedi a
System nedi a

o

What is one advantage of using Fiber-optic cable in networks?

It is inexpensive.

It is easy to install.

It is an industry standard and is available at any el ectronics store.
It is capable of higher data rates than either coaxial or tw sted-

pair cabl e.

toTeN oxTpp
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3. Wiich of the follow ng best defines networking nedia?

a. The cables and wi res through which data passes

*b. The various physical environnents through which transmn ssion signals
pass

c. The conputer systens and wires that nmake up a network

d. Any hardware or software in a network

4. How is information stored on computers?

a. As decimal nunbers

*b. As binary nunbers

c. As electrons

d. As words and pictures

5. The data link layer is which layer in the OSI nodel ?

a. Layer 1

*b. Layer 2

c. Layer 3

d. Layer 4

6. Wi ch best describes the data |ink |ayer of the OSl nodel ?
a. It transmits data to other network | ayers.

b. It provides services to application processes.

c. It takes weak signals, cleans them anplifies them and sends them on
their way across the network.

*d. It provides reliable transit of data across a physical |ink

7. ANCis located at which layer of the OSI nodel ?
*a. The data link |ayer

b. The physical |ayer

c. The transnission |ayer



The presentation |ayer

What is another nane for a MAC address?
Bi nary address

Cct adeci nal address

c. Physical address

TCP/ | P addr ess

© oropo o

What does a NI C do?

a. It establishes, manages, and term nates sessions between applications
and nanages data exchange between presentation |layer entities.

*b. It provides network comunication capabilities to and froma
conput er system

c. It provides services to application processes.

d. It provides nechanisns for the establishnent, naintenance, and
termnation of virtual circuits, transport fault detection, recovery,
and information flow control

10. How does a source device |locate the destination for data on a
net wor k?

*a. The NIC at the destination identifies its MAC address in a data
packet .

b. A data packet stops at the destination

c. The NIC at the destination sends its MAC address to the source.
d. The source sends a uni que data packet to each MAC address on the
net wor k.

First Year Conpani on Guide - Chapter 3 - Networking Devices

1. Way are internetworking devices used?

*a. They allow a greater nunber of nodes, extend the network distance,
and nerge separate networks.

b. They increase the speed of data transfer and reduce el ectromagnetic
i nterference in buildings.

c. They provide redundant pathways and thus prevent signal |oss and
corruption.

d. They all ow the connection of devices within an entire buil ding.

2. Wiich of the follow ng best describes a node?

a. A device that determnes the optinal path along which network traffic
shoul d be forwarded

b. A device that establishes, manages, and term nates sessi ons between
applications and nanages data exchange between presentation-|ayer
entities

c. A device that synchronizes cooperating applications and establishes
agreenment on procedures for error recovery and control of data integrity
*d. An endpoint of a network connection or a junction conmon to two or
nore lines in a network that serve as control points

3. For which of the follow ng problens can repeaters provide a sinple
sol uti on?

a. Too nany types of inconpatible equipment on the network

b. Too nuch traffic on a network

c. Too slow data transm ssion rates

*d. Too many nodes and/or not enough cable

4. Which of the followi ng best defines signals?
*a. Electrical inpulses representing data

b. Anplification of data

c. Conversion of data

d. Oficially specified rules or procedures



VWhat is one disadvantage of using a hub?

A hub cannot extend the network operating distance.
b. A hub cannot filter network traffic.

A hub cannot send weakened signals over a network.
A hub cannot anplify weakened signals.

rpa

Wi ch best describes collision in networking?

The result of two nodes on a network transmitting individually

b. The result of two nodes on a network transmitting simnultaneously
The result of two nodes on a network transmitting repeatedly

The result of two nodes on a network not transmtting

P 20
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7. Wich best describes a collision donmain?

*a. A network area within which data packets that have collided are
pr opagat ed

b. A network area that is bounded by bridges, routers, or swtches
c. A network area where routers and hubs are installed

d. A network area where alters are applied

8. What happens if the bridge determ nes that the destination address
carried by a data packet is fromthe sane network segnent as the source?
a. It forwards the data to other segnents of the network

*b. It does not forward the data to other segnents of the network

c. It passes data packets between two network segnents

d. It passes data packets between networks operating under different
protocol s

9. What does a router do?

*a. It matches information in the routing table with the data's
destination |IP address and sends inconming data to the correct subnetwork
and host.

b. It matches information in the routing table with the data's
destination | P address and sends incomng data to the correct
subnet wor k.

c. It matches information in the routing table with the data's
destination |IP address and sends incoming data to the correct network.
d. It matches information in the routing table with the data's
destination | P address and sends incoming data to the correct subnet.

10. What networking device can solve the probl em of excessive broadcast
traffic?

a. A bridge
*h., A router
c. A hub

d Afilter

First Year Conpanion Guide - Chapter 4 - LANs and WANs

1. Wiich of the following is not a major characteristic of a LAN?
*a. It operates over a w de geographic area

It provides multiple users with access to hi gh-bandw dth nedia
It provides full-time connectivity to |ocal services.

It connects physically adjacent devices.

VWhat is another name for 10Base5 cabling?
a. Thick Ethernet

Tel ephone wiring

Thi n Et her net

Coaxi al Et hernet

Qoo ¥d 20T



3. What type of cabling mediumis used for 10BaseT?
a. Fiber-optic or unshielded tw sted-pair cable

b. Fiber-Optic or coaxial cable

*c. Twisted-pair cable

d. Coaxial cable

4. Waich of the following is true about a CSMA/ CD net wor k?

*a. One node's transmission traverses the entire network and is received
and exani ned by every node.

b. Signals are sent directly to the destination if both the MAC and I P
addresses are known by the source.

c. One node's transm ssion goes to the nearest router, which sends it
directly to the destination.

d. Signals are always sent in broadcast node.

5. Wi ch best describes broadcasting?

*a. Sending a single frane to nany stations at the sane tine

b. Sending a single frane to all routers to sinultaneously update their
routing tabl es

c. Sending a single frame to all routers at the sane tine

d. Sending a single frame to all hubs and bridges at the sane tine

6. Wiich of the follow ng best describes a WAN?

*a. Connects LANs that are separated by a | arge geographic area

b. Connects workstations, termnals, and other devices in a netropolitan
area

c. Connects LANs within a | arge building

d. Connects workstations, termnals, and other devices within a building

7. At which layers of the OSI reference nodel does a WAN operat e?
a. The physical and application |ayers

*b. The physical and data link |ayers

The data |ink and network | ayers

The data |ink and presentation |ayers

How do WANs differ from LANs?

WANs typically exist in defined geographic areas.
WANs provi de hi gh-speed nultipl e-access services.
WANs use tokens to regulate network traffic.

d. WANs use services of common carriers.

oo ® 20

9. Which of the follow ng best describes PPP?

a. It uses high-quality digital facilities and is the fastest WAN

pr ot ocol

b. It supports point-to-point and nultipoint configurations and uses
frame characters and checksuns.

*c. It provides router-to-router and host-to-network connections over
synchronous and asynchronous circuits.

d. It is adigital service that transmits voice and data over existing
t el ephone |i nes.

10. Which of the follow ng best describes | SDN?

*a. It is a digital service that transmts voice and data over existing
phone li nes.

b. It provides router-to-router and host-to-network connections over
synchronous and asynchronous circuits.

c. It uses high-quality digital facilities and is the fastest WAN

pr ot ocol

d. It supports point-to-point and nultipoint configurations and uses
frame characters and checksumns.



First Year Conpani on Guide - Chapter 5 - |P Addressing
1. How many bits are in an | P address?

a. 4

b. 8

16

32

0
a-

The networ k nunber plays what part in an | P address?
It specifies the network to which the host bel ongs.
It specifies the identity of the conputer on the network.
It specifies which node on the subnetwork is being addressed.
It specifies which networks the device can conmunicate with.

QO

The host nunber plays what part in an |IP address?
It designates the identity of the conputer on the network.
It designates which node on the subnetwork i s being addressed.
It designates the network to which the host bel ongs.
It designates which hosts the device can communicate wth.

What deci mal nunmber equals the binary nunber 111111117
8
128
254
255

*O OO b o0 0o Ww OO0 T *N

a-

5. What is a subnet?

a. Apart of a network that acts as a slave systemto the main network
b. A snmall network operating within a larger network that all ows

mul tiple types of devices to be networked

*c. A subdivision of a large network into snall er pieces

d. A snmall network that maintains the database of all MAC addresses on
t he network

6. In the address 182.54.4.233, which portion is the subnet?
a. 182

b. 54
*c., 4
d. 233

7. If a dass C network is subnetted with a mask of 255. 255. 255. 192,
how many usabl e subnets are created?
*a. 2

o 0T
[ecl o) RN N

8. Gven an | P host address of 192.168.5.121 and a subnet nmsk of
255, 255, 255. 248, what is the network nunber of the host?

a. 192.168.5.12

b. 192.169.5.121

c. 192.169.5.120

*d. 192.168.5.120

9. Which portion of the | P address 205.129.12.5 represents the host?
a. 205

b. 205.129

*c. 5

d. 12.5



10. Which portion of the IP address 129.219.51. 18 represents the
net wor k?

*a. 129.219
b. 129

c. 14.1

d. 1

First Year Conpanion Guide - Chapter 6 - ARP and RARP
1. Which Internet protocol is used to map an | P address to a MAC
address?

a. TCP/IP
b. RARP
*c. ARP
d. AARP

2. Which of the following initiates an ARP request?

a. A device that is unable to |locate the destination |P address in its
ARP tabl e

b. The RARP server, in response to a malfunctioning device

c. A diskless workstation with an enpty cache

*d. A device that is unable to locate the destination MAC. address in
its ARP table

3. Wiich of the follow ng best describes an ARP tabl e?

a. A nethod to reduce network traffic by providing lists of shortcuts
and routes to conmmon destinations

b. Away to route data within networks that are divided into subnetworks
c. A protocol that perforns an application-layer conversion of
information fromone stack to anot her

*d. A section of RAM on each device that maps | P addresses to MAC

addr esses

4. Which of the followi ng best describes the ARP reply?

*a. The process of a device sending its MAC address to a source in
response to an ARP request

b. The route of the shortest path between the source and destination

c. The updating of ARP tables through intercepting and readi ng nmessages
traveling on the network

d. The nethod of ending |P addresses based on the MAC address and used
primarily by RARP servers

5. What are the two parts of the frame header call ed?
*a. The MAC header and the | P header
b. The source address and the ARP nessage

The destinati on address and the RARP nessage

The request and the data packet

c
d

6. Wiy are current, updated ARP tables inportant?

a. For testing links in the network

*b., For limting the anpunt of broadcast

c. For reducing network admi ni strator naintenance tine
d. For resolving addressing conflicts

7. Wiy is a RARP request nade?

*a. A source knows its MAC address but not its |P address.

b. The data packet needs to find the shortest route between destination
and source.

c. The adm nistrator needs to nmanually configure the system

d. Alink in the network faults and a redundant system nmust be
activated.



8. What is in a RARP request?

*a. A MAC header, an |IP header, and the RARP request nessage
b. A MAC header, a RARP header, and a data packet

c. A RARP header and MAC and | P addresses

d. A RARP header and an ARP trailer
9

Wi ch of the followi ng functions is unique to routers?

They bind MAC and | P addresses.

They receive broadcast nessages and supply the requested information.
*c. They build ARP tables that describe all networks connected to them
d. They reply to ARP requests.

T

10. What happens if a router cannot |ocate a destination address?

a. It consults the nearest nane server that has a conplete ARP table.
b. It sends an ARP request to the RARP server.

*c. It locates the MAC address of another router and forwards the data
to that router.

d. It forwards the data packet to the nearest port, which queries the
RARP server.

First Year Conpani on Guide - Chapter 7 - Topol ogi es

1. Wiich of the follow ng best describes topol ogy?

a. A connection of conputers, printers, and other devices for the
pur pose of conmuni cati ons

*b. The physical arrangenent of network nodes and nedia within an
enterprise networking structure

c. Anetwork type that prevents collisions of data packets

d. A nethod for filtering network traffic to reduce the chance of
bott| enecks and sl owdowns

2. Wiich of the follow ng best describes a star topol ogy?

a. A LAN topology in which a central hub is connected by vertica

cabling to other hubs that are dependent on it

b. A LAN topology in which transm ssions fromnetwork stations propagate
the I ength of the nmediumand are received by all other stations

*c. A LAN topology in which endpoints on a network are connected to a
conmon central switch by point-to-point |inks

d. A LAN topology in which central points on a network are connected to
a conmmon central switch by linear |inks

3. Wiich of the follow ng best describes an extended star topol ogy?

*a. A LAN topology in which a central hub is connected by vertica
cabling to other hubs that are dependent on it

b. A LAN topology in which transm ssions fromnetwork stations propagate
the I ength of the nmediumand are received by all other stations

c. A LAN topol ogy in which endpoints on a network are connected to a
conmon central switch by point-to-point |inks

d. A LAN topology in which central points on a network are connected to
a common central switch by linear |inks

4. Which of the followi ng best describes a term nator?

a. A section of network with only one route in and out

b. A device that quenches shorts before they reach expensive equi prent
c. A device placed at network dead ends to bounce signals back through
t he network

*d. A device that provides electrical resistance at the end of a
transmission line to absorb signals

5. How is the signal transmitted over a bus topol ogy?



a. Wien a source transnits data over the networking nedia in a bus

topol ogy, the signal travels in a linear manner fromthe source.*b. Wen
a source transnmits data over the networking nmedia in a bus topol ogy, the
signal travels in both directions fromthe source.

c. Signals on a bus topology are available only to the destination
device on the LAN

d. Wien a source transnmits data over the networking nedia in a bus

topol ogy, the signal travels in one direction fromthe source.

6. How is a backoff issued on a bus topol ogy network?

a. By the bridge closest to the collision

b. By the term nator

*c. By the NIC in each device on the segnent where the collision
occurred

d. By the route closest to the collision

7. What is one advantage to using a star topol ogy?
*a. Geat reliability

b. Natural redundancy

c. Low cost

d. Requires mini mum anount of networking nedia

8

What is the maxi num di stance that a star topol ogy could cover?
a. A 99-neter by 99-neter area
b. A 100-neter by 100-neter area
c. A 100-neter by 200-neter area
*d. A 200-neter by 200-neter area

9. What happens to the signal when horizontal cabling runs exceed the
El A/ TI A 568B speci fied maxi nrum | engt h?

a. The transnission is interrupted.

*b. The transm ssion i s weakened.

c. The transnission travels only the maxi nrum di stance and then stops.
d. The workstations do not send a nessage to a point that exceeds the
maxi mum di st ance.

10. What can you do if the dinensions of the building exceed the nmaxi mum
cabl e | ength?

a. Add a signal doubler

b. Add nore cable.

*c. Add repeaters.

d. Add anot her hub.

First Year Conpani on Guide - Chapter 8 - Structured Cabling and

El ectricity

1. Wiich grade of UTP cabling described in the EIA/TIA-568B standard is
the one nost frequently recommended and inplenented in installations

t oday?

a. Category 2

b. Category 3

c. Category 4

*d. Category 5

2. What type of fiber-optic cable is required by the EI A/ Tl A-568B
standard for horizontal cabling?

a. Two-pair 100-ohm cabl e

b. Two-pair 150-ohm cabl e

*c. Two fibers of 62.5/125 um nul ti node cabl e

d. Four fibers of 62.5/125 um nultinode cabl e



3. What kind of jack nust be used for naking a connection to a Category
5 UTP cable in a horizontal cabling schene?

*a. RJ45

b. TIA 74

c. UTP 55

d. EIA 45

4. Wy is a punch tool used?

a. To test the network connection

b. To securely fasten cable to drop ceiling supports
c. To attach | abels to cables

*d.

To make a good el ectrical connection between the cable and the jack

5. What is the cut sheet used for?

a. To keep cabl es orderly and unki nked

*b. To place appropriate nunbers on tel ecomuni cations outlets and on
t he patch panel

c. To solve problens associated with crosstal k by consulting the
appropriate table entry

d. To translate codes fromIEEE to ElI A and vice versa

6. What is the difference between an MDF and an | DF?

a. The MDF contains the primary network server and the nmjor net-working
devices, and the IDF contains only the necessary additional routers and
repeaters.

b. The MDF is on the lowest floor in a nultifloor network, and the |IDF
is on upper floors.

c. The MDF has all the hinges, hubs, routers, and ports needed for the
network, and the |IDF holds any needed repeaters.

*d. The MDF is the prinary comruni cations roomand the central point in
the network, and the IDF is the secondary communications room dependent
on the NDF.

7. Wich best describes a patch panel's function?

a. It serves as a tenporary fix to network probl ens.

b. It acts as a hub for tenporary short-termnetworks often found at
conventions and shows.

*c. It acts as a switchboard where horizontal cabling from workstations
can be connected to other workstations to forma LAN

d. It serves as the center of a Token Ring network and controls the
passi ng and redenption of tokens.

8. What do patch cords do?

*a. They cross-connect conputers wired to the patch panel, which all ows
the LAN to function.

b. They serve as tenporary boxes to network cabling problens.

c. They connect cabling together when changes in network configuration
occur.

d. They allow the network adninistrator to reconfigure a LANwith a

m ni nrum of new cabling runs.

9. What is the purpose of grounding conputing equi pnent?

*a. To prevent metal parts from beconing energized with a hazardous
voltage resulting froma wiring fault inside the device

b. To connect the safety ground to exposed netal parts of the computing
equi pnent so that minor surges in power can be diverted

c. To forestall the possibility that a power surge may corrupt the

not her board or the RAM

d. To prevent any power surge that mght harmthe end user from
traveling through the conputer



10. Wi ch best describes a UPS?

a. It is a device that absorbs excess |ine voltage caused by |ightning
strikes.

*b. It is a backup device that provides power during a power failure.
c. It is a device that allows you to avoid rewiring the network when
power fluctuations are continual

d. It is a device that powers the nultipath connection between

conput ers

First Year Conpani on Guide - Chapter 9 - The Application, Presentation
Session, and Transport Layers

1. What are the four upper layers of the OSlI reference nodel ?

*a. Application, presentation, session, and transport

b. Application, session, network, and physica

c. Physical, data |ink, network, and transport

d. Physical, network, transport, and application

2. Wiich layer of the OSlI reference nodel supports comuni cation between
prograns such as e-mail, file transfer, and Wb browsers?

*a. The application |ayer

The presentation |ayer

The session | ayer

The transport |ayer

Wi ch best describes flow control ?

A nmethod to manage |imted bandwi dth

A net hod of connecting two hosts synchronously

c. Anethod to ensure data integrity

d. A nethod to check data for viruses prior to transm ssion

Fopw a0o

4. Wiich layer of the OSI reference nodel handles flow control and error
recovery?

a. The application |ayer

b. The presentation | ayer

*c. The transport |ayer

d. The network | ayer

5. Which of the follow ng best describes segnentation?

a. It breaks data into smaller packets for faster transm ssion

b. It switches hosts from send nbde to receive nbde continuously during
peak traffic periods.

*c. It allows nultiple applications to share a transport connection

d. It transfers data fromthe presentation |ayer to the network | ayer
for encodi ng and encapsul ati on

6. Wiich of the follow ng controls the amunt of infornation transferred
end-to-end and hel ps enable TCP reliability?

a. Broadcasting

*b. W ndow ng

c. Error recovery

d. Flow control

7. Which layer of the OSlI reference nodel can transl ate between
different data formats, such as ASCI| and EBCDI C?

a. The application |ayer

*b. The presentation |ayer

c. The session |ayer

d. The transport |ayer



8. Which of the follow ng best describes the function of the
presentation |ayer?

a. It establishes, manages, and term nates applications.

b. It supports comuni cati on between progranms, such as e-nail, file
transfer, and Wb browsers.

c. It provides transport services fromthe host to the destination
*d. It translates between different data formats, such as ASCI| and
EBCDI C.

9. ASClII, encryption, QuickTinme, and Jpeg are all typical of which
| ayer?

*a. The presentation |ayer

b. The transport |ayer

c. The application |ayer

d. The session |ayer

10. Which layer of the OSI reference nodel establishes, manages, and
term nates comuni cati on between applications?

a. The application |ayer

b. The presentation | ayer

*c. The session |ayer

d. The transport |ayer

First Year Conpani on Guide - Chapter 10 - TCP/IP

1. Wiich of the follow ng best describes TCP/ | P?

*a. It is a suite of protocols that can be used to conmuni cate across
any set of interconnected networks.

b. It is a suite of protocols that allows LANs to connect into WANs.

c. It is a suite of protocols that allows for data transm ssion across a
mul titude of networks.

d. It is a suite of protocols that allows different devices to be shared
by i nterconnected networks.

2. Wiich of the follow ng best describes the purpose of TCP/IP protoco
st acks?

a. They map closely to the OSlI reference nodel's upper |ayers.

*b. They support all standard physical and data |ink protocols.

c. They transfer information in a sequence of datagrans.

d. They reassenbl e datagrans into conplete nessages at the receiving

| ocati on.

3. Wiich of the following is one of the protocols found in the transport
| ayer?

a. UCP

*b. UDP

c. TDP

d. TDC

4. What is the purpose of port nunbers?

*a. They keep track of different conversations crossing the network at
the sane tine.

b. Source systens use themto keep a session organi zed and to select the
proper application.

c. End systens use themto dynamically assign end users to a particular
session, depending on their application use.

d. Source systens generate themto predict destination addresses.

5. Wiy are TCP t hree-way handshake/ open connections used?
*a. To ensure that |ost data can be recovered if problenms occur |ater



b. To deternmi ne how nuch data the receiving station can accept at one
tinme

c. To provide efficient use of bandwi dth by users

d. To change binary ping responses into information in the upper |ayers

6. What does a TCP sliding wi ndow do?

a. It makes the window | arger so nore data can come through at once,
which results in nore efficient use of bandw dth.

b. The wi ndow size slides to each section of the datagramto receive
data, which results in nore efficient use of bandw dth.

*c. It allows the window size to be negotiated dynamically during the
TCP session, which results in nore efficient use of bandw dth.

d. It limts the inconing data so that each segnent nust be sent one-by-
one, which is an inefficient use of bandw dth.

7. UDP segments use what protocols to provide reliability?
a. Network-layer protocols

*b. Application-layer protocols

c. Internet protocols

d. Transmi ssion Control Protocols

8. What is the purpose of |ICW testing?

*a. To determ ne whether nmessages reach their destination and, if they
don't, to determ ne possible reasons why they did not

b. To nmake sure that all activity on the network is being nonitored

c. To determ ne whether the network was set up according to the nodel
d. To deternine whether the network is in control npde or user nopde

9. Assuning the MACis not in the ARP table, how does a sender find out
the destination's MAC address?

a. It consults its routing table.

b. It sends a nessage to all the addresses, searching for the address.
*c. It sends out a broadcast nessage to the entire LAN.

d. It sends out a broadcast nessage to the entire network.

10. Which of the follow ng best describes w ndow size?

a. The maxi num si ze of the wi ndow that software can have and stil
process data rapidly

*b. The nunber of nessages that can be transnitted while awaiting an
acknow edgment

c. The size of the window, in picas, that nust be set ahead of tine so
data can be sent

d. The size of the wi ndow opening on a nonitor, which is not always
equal to the nonitor size

First Year Conpanion Guide - Chapter 11 - The Network Layer and Routing
1. Wiich of the follow ng best describes one function of Layer 3, the
network layer, in the OSI nodel ?

a. It is responsible for reliable network comruni cati on between nodes.

b. It is concerned with physical addressing and network topol ogy.

*c. It determines which is the best path for traffic to take through the
net wor k.

d. It manages data exchange between presentation-layer entities.

2. What function allows routers to evaluate available routes to a
destination and to establish the preferred handling of a packet?
a. Data linkage

*b. Path deternination

c. SDLC interface protoco

d. Frane Rel ay



3. How does the network |ayer send packets fromthe source to the
destinati on?

*a. By using an IP routing table

b. By using ARP responses

c. By referring to a nane server

d. By referring to the bridge

4. What are the two parts of an address that routers use to forward
traffic through a network?

*a. Networ k address and host address

b. Network address and MAC address

c. Host address and MAC address

d. MAC address and subnet nask

5. Which of the follow ng best describes a routed protocol ?

*a. It provides enough information to allow a packet to be forwarded
from host to host.

b. It provides information necessary to pass data packets up to the next
hi ghest network | ayer.

c. It allows routers to comunicate with other routers to nmaintain and
updat e address tabl es.

d. It allows routers to bind MAC and | P addresses toget her

6. Which of the follow ng best describes a routing protocol?

*a. A protocol that acconplishes rooting through the inplenentation of
an al gorithm

b. A protocol that specifies how and when MAC and | P addresses are bound
t oget her

c. A protocol that defines the format and use of fields within a data
packet

d. A protocol that allows a packet to be forwarded from host to host

7. What is one advantage of distance-vector algorithns?

a. They are not likely to count to infinity,

b. You can inplement themeasily on very |arge networks.

c. They are not prone to routing |oops.

*d. They are conputationally sinmple.

8. Which of the fallow ng best describes a |ink-state al gorithn®

*a. It re-creates the exact topology of the entire internetwork.

b. It requires mninal conputations.

c. It determnes distance and direction to any |ink on the internetwork.
d. It uses little network overhead and reduces overall traffic.

9. Wiy do routing | oops occurs?

*a. Sl ow convergence occurs after a nodification to the internetwork.
b. Split horizons are artificially created.

c. Network segments fail catastrophically and take other network

segnments down in a cascade effect.
d. Default routes were never established and initiated by the network
admi ni strator.

10. Which of the follow ng best describes bal anced hybrid routing?
*a. It uses distance vectors to determ ne best paths but topol ogy
changes trigger routing table updates.

b. It uses distance-vector routing to determ ne best paths between
topol ogy during high-traffic periods.

c. It uses topology to determ ne best paths but does frequent routing
t abl e updat es.



d. It uses topology to deternine best paths but uses distance vectors to
circunvent inactive network |inks.

First Year Conpanion Guide - Chapter 12 - The Router User Interface and
Modes

1. What are the two nbdes of access to router commands for Cisco
routers?

*a. User and privileged

b. User and guest

c. Privileged and guest

d. Guest and anonynous

2. Wi ch node do you use to nmake router configuration changes on C sco
routers?

a. User

*b. Privileged

c. Administrator

d. Root

3. Wiat does it nean if you see a greater-than synbol (>) on a C sco
router user interface?

a. You are in |ogin node.

b. You are in hel p node.

*c. You are in user node.

d. You are in privileged node.

4. Waich of the following is the privil eged node pronpt for Cisco router
user interfaces?

*a., #
b. >
c. <
d. |#

5. Wi ch node gives you access to a list of conmonly used conmmands if ?
is typed on a Cisco router user interface?

a. Cuest

b. Privileged only

c. User only

*d. User and privileged

6. What does the - - Mdire - - pronpt at the bottomof a screen on a
Cisco router user interface nmean?

*a. Multiple screens are avail able as out put.

b. Additional detail is available in the nanual pages.

c. Multiple entries are required in the comand.

d. Additional conditions nmust be stated.

7. Wi ch keystroke(s) automatically repeats the previous conmand entry
on a Cisco router user interface?

a. Left arrow

b. Right arrow

c. ¢rl-R

*d, Crl-P

8. What happens if you press the up arrow key in a Cisco router user
i nterface?

a. You see a list of all users logged in to the router.

*b. You list the Iast command you typed.

c. You print the screen

d. You pause the current process.



9. What happens if you type ? in a Cisco router user interface?
a. You see a list of all users logged in to the router.

b. You list the |ast conmand you typed.

*c. You enter the help system

d. You find out which nobde you are currently in.

10. What happens if you type show ? at the router pronpt?

a. You get a list of the users currently on the router.

b. You get a list of all active connections and their status.

c. You get a list of the nbst recent router table.

*d. You get a list of the subcomands that are available within the show
command.

First Year Conpani on Guide - Chapter 13 - Displaying Router
Configuration Information

1. Which of the follow ng describes a |location fromwhich a router is
confi gured?

*a. Once installed on the network, a router can be configured from
virtual term nals.

b. Upon initial configuration, a router is configured fromthe virtua
term nal s.

c. Once installed on the network, a router can he configured via nodem
fromthe consol e termnal

d. Upon initial configuration, a router is configured via nodem by using
the auxiliary port.

2. Wiich of the follow ng router conponents has these characteristics:
hol ds the operating system and nicrocode, retains its contents when you
power down or restart, and all ows software updates without replacing
chi ps?

a. NVRAM

b. RAM DRAM

*c. Flash

d. ROM

3. Wiich of the follow ng does not correctly describe the function of a
router status conmand?

a. show version - Displays configuration of the system hardware, the
nanes and sources of configuration files, and the boot images.

b. snow nmenory - Displays statistics about the router's nenory,

i ncludi ng nenory free pool statistics.

*c. show buffers - Displays statistics for the buffer pools on the
router.

d. Show interfaces - Displays statistics for all interfaces configured
on the router.

4. Which of the follow ng describes a function of the show startup-
config conmand?

a. It allows an administrator to see the current running configuration
on the router.

*b. It displays a nessage, show ng how nmuch nonvol atile menory has been
used.

c. It allows an adnministrator to see the reason for the |ast system
reboot .

d. It displays this nessage: Current Configuration

5. The show interfaces serial command can display which of the follow ng
lines of information?
a. 10s (tm 4500 Software (C4500-J-M, Experinmental Version 11.2



b. DECNET routing is enabl ed
*c. Seriall is up, line protocol is up
d. Systemimage file is "c4500-j-ne"

6. Wiy woul d you use the show cdp nei ghbors conmand?

a. To get a snapshot view of the routers in the network

*b. To get an overview of the routers that are directly connected to the
net wor k

c. To get the I P addresses for neighboring routers

d. To build a routing table for all routers in the network nei ghborhood

7. What four inportant pieces of information do you receive after

i ssuing a ping comand?

*a. The size and quantity of |CMP packets; the tinmeout duration; the
success rate; and the mninum average, and nmaxi mum roundtrip tines.

b. The quantity of | CMP packets; the tinmeout duration; the success rate;
and the mininum average, and naxi mumroundtrip tinmes.

c. The size and quantity of | CMP packets; the MAC address; the success
rate; and the mninum average, and naxi mumroundtrip tines.

d. The quantity of |CMP packets; the tinmeout duration; the transfer
rate; and the mninum average, and naxi mumroundtrip tinmes.

8. What infornmation does testing a network by using the trace conmand
provi de?

a. It determnes whether the line protocol is operational

b. It deternines whether a routing table entry exists for the target
net wor k.

*c. It maps every router that a packet goes through to reach its
desti nati on.

d. It determ nes whet her upper-layer applications are functioning

properly,

9. What infornmation does testing a network by using the show interfaces
serial conmmand provide?

*a. It displays line and data-link protocol status.

b. It displays how the router directs traffic across the network.

c. It displays the path that packets follow across the network.

d. It displays the nanes of routers on the network.

10. Which command is entered to display the router's active
configuration file?

*a. show runni ng-config

b. show config term

c. show version

d. show backup-config

First Year Conpanion Guide - Chapter 14 - Router Startup and Setup
Configuration

1. Wiich of the following is the correct order of steps in the C sco
router systemstartup routine?

a. (1) Locate and | oad operating system (2) |load bootstrap; (3) test
hardware; (4) locate and |oad configuration file

*b. (1) Test hardware; (2) |oad bootstrap; (3) locate and | oad operating
system (4) locate |load configuration file

c. (1) Load bootstrap; (2) locate and |oad configuration file; (3) test
hardware; (4) locate and | oad operating system

d. (1) Test hardware; (2) |oad bootstrap; (3) locate and | oad
configuration file; (4) locate and | oad operating system



2. Wiich of the following is an inportant function of the power-up self-
test?

a. To determne the router hardware and software conponents and |i st
them on the console term na

b. To cause other instructions to be | oaded into nenory

*c. To execute diagnostics that verify the basic operation of router

har dwar e

d. To start routing processes, supply addresses for interfaces, and set
up nedi a characteristics

3. Wiich of the following is an inportant result of the G sco ICS
software | oading onto a router?

*a. Deternmining the router hardware and software conponents and |isting
them on the console term na

b. Causing other instructions to be |oaded into nenory

c. Executing diagnostics that verify the basic operation of router

har dwar e

d. Starting routing processes, supplying addresses for interfaces, and
setting up nmedia characteristics

4. Waich of the following is an inportant result of the configuration
file loading onto a router?

a. Determining the router hardware and software conmponents and listing
them on the console term na

b. Causing other instructions to be |oaded into nenory

c. Executing diagnostics that verify the basic operation of router

har dwar e

*d. Starting routing processes, supplying addresses for interfaces, and
setting up nmedia characteristics

5. What is the function of the erase startup-config conmand?

*a. It deletes the backup configuration file in NVRAM

It deletes the bootstrap i mage from Fl ash nenory.

It deletes the current G sco |I0S software from NVRAM

It deletes the current running configuration fromFlash nmenory.

What is the function of the rel oad conmand?

It |oads a backup configuration file froma TFTP server
It saves the new Cisco |IC0S software to Fl ash nenory.

c. It reboots the router.

It |oads the new configuration file in NVRAM

Qoo 20T

When is router setup nbpde executed?

After the saved configuration file is | oaded into nmain nenory
. When the network adm nistrator needs to enter conpl ex protoco
features on the router

c. Wien the router begins software initialization

*d. When the router cannot find a valid configuration file

oo N

8. Which of the following correctly describes a procedure for setup of
router global and interface paraneters on a router?

a. A default paraneter is shown in square brackets at every pronpt.

*b. The router host nane nust be set.

c. An enabl e secret password can be set, but is not required.

d. For each installed interface, a series of questions nust be answered.

9. Wiy night you want to issue show startup-config and show runni ng-
config conmmands?

a. It's time to update the Cisco | 0S software and you need to kil
certain router processes before proceeding.



b. To deternine the time since the router booted and the current

regi ster setting.

*c. The router suddenly isn't working right and you want to conpare the
initial state to the present state

d. To find out where the Cisco | OS software booted from and which
version is being used.

10. What file(s) would you Find i n NVRAM?

a. Cisco I0S software and configuration files

*b. Configuration files

c. A backup copy of Cisco | OS software

d. Alinted version of Cisco |I0OS software and registry files

First Year Conpani on Guide - Chapter 15 - Router Configuration

1. Wiich of the following is not a function of the privileged EXEC
[configure] comand?

a. To configure a router froma virtual termna

*b. To configure a TFTP server froma virtual termnal

c. To configure a router fromthe consol e term na

d. To load a configuration froma network TFTP server

2. What is the function of the [configure nenory] router conmand?
*a. It loads configuration infornmation from NVRAM

b. It erases the contents of NVRAM

c. It stores in NVRAM the current configuration in RAM

d. It displays the configuration saved i n NVRAM

3. Wiat is the function of the [copy running-config startup-config]
router comrand?

a. It loads configuration information from NVRAM

b. It erases the contents of NVRAM

*c. It stores in NVRAM the current configuration in RAM

d. It displays the configuration saved i n NVRAM

4. If you want to conpletely back out of configuration node, which of
the followi ng nust you enters

a. [exit]

. [ no config-node]
c. Grl-E
*d. Crl-z

5. If you are planning to configure an interface, what pronmpt should be

on the router?

a. router(config)#

b. router(config-in)#

c. router(config-intf
f)

. #
*d. router(config-

)
#

6. Wihich of the following is a correct order for the process of
configuring a router? (Assune that you have al ready nmde router changes
in configuration node.)

a. (1) Save changes to backup, (2) decide whether the changes are your

i ntended results, (3) examine the results, and (4) exam ne the backup
file.

*b. (1) Examine the results, (2) deci de whet her the changes are your

i ntended results, (3) save the changes to backup, and (4) exanine the
backup file.

c. (1) Decide whether the changes are your intended results, (2) exam ne
t he backup file, (3) save the changes to backup, and (4) examine the
results.



d. (1) Exam ne the results, (2) save the changes to backup, (3) decide
whet her the changes are your intended results, and (4) exam ne the
backup file.

7. Which of the following is a conmand that can be used to save router
configuration changes to a backups

*a. Router# [copy running-config tftp]

b. Router# [show runni ng-config]

c. Router# [config nmem

d. Router# [copy tftp running-config]

8. Which of the following is not a cormmand to renove router

configuration changes. ¢

a. Router(config)# [no ...]

b. Router# [config neni

*c. Router# [copy running-config startup-config]
d. Router# [copy tftp running-config]

9. Which of the followi ng correctly describes password configuration on
routers?

a. Al passwords are established in privileged EXEC node.

b. Al passwords alter the password character string.

*c. A password can be established on all incom ng Tel net sessions.

d. The [enabl e password] command restricts access to user EXEC node.

10. Which of the follow ng does not describe password configuration on
routers?

*a. Passwords can be established in every configuration node.

b. A password can be established on any consol e term nal

c. The [enable secret] password uses an encryption process to alter the
password character string.

d. Al password establishnent begins in global configuration node.

First Year Conpanion Guide - Chapter 16 - Sources for Cisco | 0S Software
1. Wiich of the following is the sequence used by the router for
automatic fallback to |ocate the C sco |I0S software?

a. (1) Flash, (2) NVRAM (3) TFTP server

b. (1) NVRAM (2) TFTP server, (3) Flash

*c. (1) NVRAM (2) Flash, (3) TFTP server

d. (1) TFTP server, (2) Flash, (3) NVRAM

2. Wiich of the follow ng does not describe configuration register
setting for Cisco | OS bootstrappi ng?

a. The order in which the router |ooks for system bootstrap i nformation
depends on the boot field setting.

b. You change the configuration register setting with the conmand
[config-register].

c. You use a hexadeci mal nunber when setting the configuration register
boot field.

*d. Use the [show running-config] command to check the boot field
setting.

3. Wiich of the following is not displayed by the Cisco | OS [show
versi on] conmand?

*a. Statistics for configured interfaces

b. The type of platformrunning the Cisco | OS software

c. The configuration register setting

d. The Cisco I OS version



4. Which of the following is not part of specifying the fall back
sequence to boot the Cisco | OS software?

a. Boot system conmands are entered from gl obal configuration node.
*b. One boot systemconmand is used to specify the entire fall back
seguence.

c. The command [copy running-config startup-config] saves boot system
comands to NVRAM

d. Boot system conmands are executed as needed during fallback in the
order in which they were entered.

5. Which of the following correctly describes preparing to use a TFTP
server to copy software to Flash nenory?

*a. The TFTP server nust be another router or a host system such as a
UNI X workstation or a | aptop conputer.

b. The TFTP host nmust be a system connected to an Ethernet network.

c. The nane of the router containing the Flash nenory nust be

i dentified.

d. The Flash nenory nust be enabl ed.

6. Which of the following is the fastest way to make sure the TFTP
server is reachable prior to trying to transfer a Cisco I0S image file?
a. [trace] the TFTP server.

*b. [ping] the TFTP server.

c. [telnet] to the TFTP server.

d. Call the TFTP server adm nistrator

7. Way do you need to determine the file size of the Cisco | OS i nage on
the TFTP server before transferring it to your router?

*a. To check that there is enough space in Flash to store the file

b. To verify that the file is the correct Csco | 0S version for your
router

c. To conplete a TFTP operation

d. To calculate the download tine for the file and, thus, the anpunt of
time the router will be out of service

8. Wiy do you create a Cisco | OS software i mage backup?

a. To verify that the copy in Flash is the same as the copy in ROM

b. To provide a fallback copy of the current image prior to copying the
i rage to a new router.

c. To create a fallback copy of the current imge as part of the
procedures during recovery fromsystemfailure.

*d. To create a fallback copy of the current inmage prior to updating
with a new version.

9. Which of the following has a linmted version of Cisco | OS software?
*a. ROM

b. Fl ash

c. TFTP server

d. ROM nonitor

10. What is the conmand you need to issue if you want to upgrade an old
version of the Csco | 0S by downl oading a new i mage fromthe TFTP
server?

a. boot systemtftp 131.21.11.3

*b. copy tftp flash***

c. show flash

d. tftp ios.exe

Fi rst Year Conpanion Guide - Chapter 17 - Configuring Router Interfaces
with | P Addresses



1. Wiich of the follow ng best describes the function of a broadcast
address?

a. It sends a nessage to a single network destination

b. It copies nessages and sends themto a specific subnet of network
addr esses.

*c. It sends a nessage to all nodes on a network.

d. It sends a nessage to every node to which the router has access.

What is the purpose of using the [trace] conmand

It is the nost conplete test nechani sm avail abl e.

It is a very basic testing nechani sm

It adds the IP address and the DNS to the router table.

d. It locates failures in the path fromthe source to the destination

rooToeN

3. What is the purpose of the [ip nane-server] conmand?

*a. It defines which hosts can provide the nane service.

b. It defines a naning schene that allows a device to be identified by
its location.

c. It identifies which TCP port to use when using the host nane.

d. It generates nessages from each router used al ong a datagranis path.

4. |If you want to map a domain nanme to an | P address, what is the first
thing you nmust do?

*a. ldentify the host nanes.

Speci fy a nane server.

Enabl e t he DNS.

Refer to the DNS for the |IP address of that device.

What is the purpose of the [no ip domai n-1ookup] conmand?

It defines which hosts can provide the nanme service.

It defines a naming schene that allows a device to be identified by
ts location.

It turns on nanme-to-address translation in the router

d. It turns off name-to-address translation in the router

YO0 20T

6. Which of the follow ng best describes the function of the show hosts
comand?

a. It identifies the subnet mask being used at the destination site.

b. It maintains a cache of host name-to-address mappi ngs for use by EXEC
commands.

*c. It is used to display a cached |ist of host names and addresses.

d. It shows the host name for the |IP address.

7. What is the function of the [tel net] conmand?

*a. It verifies the application-layer software between source and
destination stations.

b. It verifies the hardware connection and the |ogical address of the
network | ayer.

c. It generates nmessages from each router used al ong the path.

d. It shows how many hours have passed since the software referred to
the entry.

8. What is the function of the [ping] comand?

a. It verifies the application-layer software between source and
destination stations.

*b. It uses ICWP to verify the hardware connection and the | ogica
address of the network |ayer.

c. It assigns values to generate nessages from each router used al ong
t he path.

d. It gives descriptions of how informati on was sent and its current
st at us.



9. Which comand woul d you use to set up static [nane-to-address]
entries in the router's configuration file?

a. [ip pernj
b. [ip route]
c. [ip nange]
*d. [ip host]

10. Which of the follow ng best describes the function of the extended
command node of the [ping] comand?

*a. It is used to specify the supported Internet header options.

b. It is used to specify the tine franme for the [ping] return

c. It is used to diagnose why a [ping] was del ayed or not returned.

d. It is used to trace the datagramas it passes through each router

First Year Conpani on Guide - Chapter 18 - Router Configuration and
Routing Protocols: RIP and | GRP

1. What kind of entries does a router initially refer to?

*a. Entries about networks or subnets that are directly connected
b. Entries it has | earned about fromthe Cisco | OS software

c. Entries whose | P address and mask infornmation are known

d. Entries it has | earned about fromother routers
2

Wi ch of the followi ng best describes a static route?
a. Arouting table entry that is used to direct franes for which a next
hop is not explicitly listed in the routing table
*b. Aroute that is explicitly configured and entered into the routing
tabl e and takes precedence over routes chosen by dynanic routing
protocol s
c. Aroute that adjusts automatically to network topology or traffic
changes
d. Aroute that adjusts involuntarily to direct franes within a network

t opol ogy

3. Wiich of the follow ng best describes a default route?

*a. Arouting table entry that is used to direct franes for which a next
hop is not explicitly listed in the routing table

b. Aroute that is explicitly configured and entered into the routing
tabl e

c. Aroute that adjusts automatically to network topology or traffic
changes

d. Aroute that adjusts involuntarily to direct franes within a network

t opol ogy

What are exterior routing protocols used for?

To transnit between nodes on a network

To deliver information within a single autononbus system
To conmuni cat e between aut ononbus systens

To set up a conpatibility infrastructure between networks

What are interior routing protocols used for?

. They are used to set up a conpatibility infrastructure between
net wor ks.

b. They are used to comuni cate between autononbus systens.

c. They are used to transnit between nodes on a network.

*d. They are used within a single autononbus system

Qo Ol o T o b
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6. Which of the following is a gl obal task?
a. Addressing | P network nunbers by specifying subnet val ues
*b. Selecting a routing protocol - RIP or IGRP



c. Assigning network/subnet addresses and the appropriate subnet nmask
d. Setting up a routing nmetric to find the best path to each network

7. What netric does RIP use to determ ne the best path for a nessage to
travel on?

a. Bandwi dth

*b. Hop count

c. Varies with each nessage

d. Administrative distance

8. You suspect that one of the routers connected to your network is
sendi ng bad routing information. What comand can you use to check?
a. router(config)# [show ip protocol]

b. router# [show ip protocol]

*c. router> [show ip protocol]

d. router(config-router)# [show ip protocol]

9. Wiy woul d you display the I P routing table?

a. To set the router update schedul e

*b. To identify destination network addresses and next-hop pairs
c. To trace where datagrans are coning from

d. To set the paraneters and Filters for the router

10. If you wanted to | earn which routing protocol a router was
configured with, what comand structure would you use?

a. router> [show router protocol]

b. router(config)> [show ip protocol]

c. router(config)# [show router protocol]

*d. router> [show ip protocol]

First Year Conpani on Guide - Chapter 19 - Network Managenent
1. What is the purpose of an inventory audit?

a. To identify the location of every network conponent

b. To nonitor and anal yze the network's performance

c. To collect vendor specification docunents for every network conponent
*d. To take stock of all hardware and software on the network

2. What is the purpose of a facility audit?

a. To identify the types of hardware and devices on the network

*b. To identify the | ocation of every network conponent

c. To nmonitor and anal yze the network's perfornance

d. To transfer the information on a building's blueprints to cut sheets
3. How does a network map aid in locating problens with a network's
physi cal conponents?

a. It provides the nane of the user of the probl em device.

b. It provides the settings on the problem device.

c. It provides operating requirements for applications used on the
probl em devi ce.

*d. It provides addresses for the probl em device.

Wi ch of the followi ng correctly describes SNWP?
SNWP is rarely used in newinstallations.
SNWP is a TCP/I P standard.
SNWP uses a concept known as M B.
SNVMP is the best choice for networks with a |arge anbunt of traffic.

Wi ch of the followi ng correctly describes how CMP functions?
It uses MB polling.
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*b. It has the central nonitoring station wait for devices to report the
current status.

c. It copies each device's |local MB.

d. The way it obtains information fromdevices contributes significantly
to network traffic.

6. What is the purpose of an efficiency audit?
a. To nmonitor and anal yze the network's perfornance
*b. To determ ne whether the network is perfornming to its potenti al

c. To identify the types of hardware and devices on the network

d. To provide information regardi ng emergency and di saster recovery

7. What is the purpose of a security audit?

a. To match security requirenments with building and privacy codes

b. To assess the capabilities of clients to use the network hardware and

sof twar e

c. To identify the network's ability to ensure integrity of data

*d. To identify the hardware and software systemrequired for network
security

8. After collecting perfornmance data, what are the steps you woul d use
to anal yze and solve a network problenf

a. Determine whether the problemis periodic or constant; |ist possible
causes; prioritize causes

b. Prioritize causes; identify cause using network managenent tools or
the replacenent nethod; track trends to anticipate future problens

*c. List possible causes; prioritize causes; identify cause using

net wor k managenent tools or the replacenent nethod

d. Deternine whether the problemcan be replicated; prioritize possible
causes; identify cause using network managenent tools or the replacenent
net hod

9. Which of the following is likely to be included in an eval uation
report?

a. ldentification of network hardware and software that does not con-
formto industry standards

*b. Logs indicating a trend toward a slower rate of traffic on certain
segnments of the network

c. A description of instances and the |ocation of unauthorized access to
files

d. A description of the types of users prone to experience difficulties
usi ng the network

10. What should a written request for change to inprove network
performance and security include?

*a. The rational e behind each change requested

b. The type, nunber, and |ocation of each device on the network
c. A conparison of present perfornance and antici pated opti nal
per f or mance

d. A breakdown of costs for equi pnent and | abor

Engi neeri ng Journal and Wbrkbook, Vol. 2 - Chapter 1 - Review The OSI
Ref erence Mbdel and Routing

1. Wiich OSI |ayer supports a file transfer capability?

*a. Application |ayer

b. Network |ayer

c. Presentation |ayer

d. Session |ayer

2. What OSI |ayer negotiates data transfer syntax, such as ASCl|?



Net wor k | ayer
Application |ayer
Physi cal | ayer

d. Presentation |ayer

O T

VWi ch OSI |ayer deals with session and connection coordination?
Physi cal |ayer
Data |ink |ayer
Transport |ayer
d Session | ayer

goTew

4. \What OSI | ayer supports reliable connections for data transport
servi ces?

a. Session |ayer

b. Presentation |ayer

c. Physical |ayer

*d. Transport |ayer

5. At what |ayer does routing occur?
a. Session |ayer

*b. Network |ayer

c. Transport |ayer

d. Data link |ayer

Engi neering Journal and Wrkbook, Vol. 2 - Chapter 2 - LAN Switching

1. Wiich of the foll owi ng broadcast nethods does an Ethernet nedi um use
to transnmit and receive data to all nodes on the network?

a. A packet

*b. A data frane

c. A segnent

d. Abyte at atine

What is the mininumtine it takes Ethernet to transnmt 1 byte?
100 ns
800 ns
51, 200 ns
800 s

o

Characteristics of mcrosegnentation include which of the follow ng?
Dedi cat ed pat hs between sender and receiver hosts
Miultiple traffic paths within the switch
Al traffic visible on network segment at once
a and b

tOTPW Q0 BN

a-

LAN swi tches are considered to be which of the follow ng?
Miul tiport repeaters operating at Layer 1

Mul ti port hubs operating at Layer 2

Miul tiport routers operating at Layer 3

Mul tiport bridges operating at Layer 2

ro TP A

a-

5. Asymetric switching is optinmized for which of the follow ng?
*a. Client/server network traffic where the "fast" switch port is
connected to the server

b. An even distribution of network traffic

c. Switches without nenory buffering

d. aand b

6. In switching, the switch checks the destination address and
i medi ately begins forwarding the franme, and in swi tching, the
switch receives the conplete frame before forwarding it




a. store-and-forward; symetric
*b. cut-through; store-and-forward
c. store-and-forward; cut-through
d. menory buffering; cut-through

Engi neering Journal and Wbrkbook, Vol. 2 - Chapter 3 - VLANs

1. The phrase mcrosegnmentation with scalability neans which of the
fol | owi ng?

*a. The ability to increase networks without creating collisions donains
The ability to put a huge nunber hosts on one switch

The ability to broadcast to nore nodes at once

Al of the above

Swi tches, as the core el enent of VLANs, provide the intelligence to
whi ch of the follow ng?

They group users, ports, or |ogical addresses into a VLAN

They make filtering and forwardi ng deci sions.

They conmunicate with other switches and routers.

d. All of the above.

JegpaN ang

3. Each segnent connected to a port can be assigned to only
one VLAN.

switch; hub

hub; router

c. hub; switch

LAN; hub

Wi ch of the following is not an advantage of using static VLANS?
They are secure.

They are easy to configure.

They are easy to nonitor.

d They automatically configure ports when new stations are added.

goeps agop

5. Which of the following is not a criterion on which VLANs can be
based?

a. Port I D and MAC address

b. Protocol

c. Application

*d. Al of the above are criterion by which VLANs can be created

6. Which of the following is a beneficial effect of adding a VLAN?
*a. Switches do not need to be confi gured.

b. Broadcasts can be controll ed.

c. Confidential data can be protected.

d. Physical boundaries that prevent user groupings can be renopved.

Engi neering Journal and Wrkbook, Vol. 2 - Chapter 4 - LAN Design
1. Wiich of the following is likely to cause congestion?

a. Internet access

b. Central database access

c. Video and i mage transm ssion

*d. Al of the above

2. Which of the following is not a cause of excessive broadcasts?
a. Too many client packets |ooking for services

b. Too many server packets announci ng services

c. Too nany routing table updates

*d. Too many network segnents



3. Aprimary data link - layer design goal is the selection of

devi ces, such as bridges or LAN switches, used to connect media to
form LAN segnents.

Layer 3; Layer 2

Layer 1; Layer 2

Layer 2; Layer 1

Layer 2; Layer 3

o

VWi ch of the followi ng specifications for 10BaseT is wong?
Data rate = 10 Mops
Max |length = 400 neters
Si gnal i ng net hod = baseband
Media = Category 5 UTP

=

Wi ch of the following are benefits of inplenenting Layer 3 devices
your LAN?

Al'l ows segnentation of the LAN into uni que physical and | ogica
netmorks

b. Filters data-link broadcasts and nulticasts and allows for WAN
connectivity

c. Provide logical structure to the network

*d. Al of the above
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Engi neering Journal and Workbook, Vol. 2 - Chapter 5 - Routing Protocols
| GRP

1. After a router determ nes which path to use for a packet, it can then
proceed with which of the foll ow ng?

a. A broadcast

b. Storing the packet in a routing table

c. Choosing a routing protocol

*d. Switching the packet

2. The success of dynami c routing depends on which of the follow ng?
a. Manually entering routes

b. Maintaining a routing table

c. Periodic routing updates

*d. b and c

3. routi ng protocols determne the direction and distance to any
link in the internetwork; routing protocols are also called
shortest path first.

*a. Distance-vector; link-state

b. Distance-vector; hybrid
c. Link-state; distance-vector
d. Dynanic; static

4. Waich of the following is not a variable | GRP uses to deternine a
conposite nmetric?

a. Bandwi dth

b. Del ay

c. Load

*d. I GRP uses all of these

To select IGRP as a routing protocol, which conmand do you use?
show i grp

router network igrp

enable igrp

d. router igrp
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Engi neering Journal and Wbrkbook, Vol. 2 - Chapter 6 - ACLs

1. Wiich of the follow ng conmmands woul d you use to find out whether
there are any ACLs set on an interface?

a. show runni ng-config

b. show ip protocols

*c. show ip interface

d. show i p network

2. What do you call the additional 32 bits of information in the access-
list statenent?

*a. Wldcard bits

b. Access bits

c. Zero bits

d. One bits

3. Using Router (config)# access-list 156.1.0.0 0.0.255.255 is
equi val ent to saying which of the foll ow ng?

a. "Deny ny network only"

b. "Permit a specific host"

*c. "Permit my network only"

d. " deny a specific host"

4. \When you issue a permit entry into an ACL that is acconpanied by an
inmplicit deny all, all traffic except that listed in the pernit
statement will be denied.

*a. True

b. Fal se

C.

d.

5. The show access-lists command is used to do which of the follow ng?
a. Monitor whether ACLs are set

*b. Monitor ACL statenents

c. Monitor ACL debuggi ng

d. Monitor groupings

Engi neering Journal and Wbrkbook, Vol. 2 - Chapter 7 - IPX
1. A Novell IPX address has 80 bits: 32 for the and 48 for the

a. network nunber; |P address
b. node nunber; MAC address

*c. networ k nunber; node nunber
d. MAC address; node nunber

2. Wen you configure an | PX network, you nmay need to specify an
encapsul ati on type on which of the follow ng?

a. Just the Novell servers

b. Just the Cisco routers

c. Sonetinmes a and b

*d. Always a and b

3. Novell NetWare uses to facilitate the exchange of routing
i nfornmati on and to advertise network services.

a. NCP; RIP

*b. RIP;, SAP

c. SPX; NCP

d. SAP; RIP

4. The syntax for configuring Novell IPX globally is which of the
fol |l owi ng?



*a. ipx routing [node]
b. router ipx

Cc. ipx route [node]

d. router rip

5. Fill in the commands: di spl ays | PX status and paraneters;
di splays the contents of the IPX routing table; and lists servers
di scovered through SAP adverti sements.

a. show ipx traffic; show ipx route; show ipx routing activity

*b. show ipx interface; show ipx route; show ipx servers

c. show ipx interface; show ipx; show ipx servers

d. show i px; show i px route; show i px

Engi neering Journal and Workbook, Vol. 2 - Chapter 8 - WANs
1. How many data paths are used by WAN data-link protocols to franes to
carry franes between systens?

a. Two
*h. One
c. Four

d. Undet erm ned

2. At what layer of the OSI reference nodel would you find the DCE or
DTE equi pnent ?
Net wor k | ayer
b. Data |ink |ayer
*c. Physical |ayer

d. Transport |ayer

3. ACSUDSU is generally used as what type of equi pnent?

a. Router

b. DTE

c. Switch

*d. DCE

4. Which of the followi ng encapsul ation types are associated with
synchronous serial |ines?

a. PPP

b. HDLC

c. Frane Rel ay
*d. Al of the above

5. What encapsul ati on type would you select for a link if speed were the
nost i nportant factor?
*a. Franme Rel ay

b. PPP

c. HDLC

d. SLIP

6. Devices that are |ocated at a service subscriber's site are referred
to as what?

a. Custoner owned equi prment

b. Subscri ber devices

*c. Custoner prem ses equi pnent

d. Subscriber prenises equi pnment

7. The WAN path between DTEs is known as what ?
a. The link

b. The circuit

c. The channel

*

d. All of the above



8. VWhich WAN services can be used with a router?
a. Frane Rel ay

b. | SDN

c. PPP

*d. Al of the above

9. Wiich of the following is an exanple of a packet-swi tched protocol?
a. | SDN

*b. Frane Rel ay

c. PPP

d. HDLC

10. Which protocol does PPP use for establishing and nai ntaining point-
t o- poi nt connecti ons?

a. HDLC
*b. LCP
c. LAPD

d. Cisco | ETF

Engi neering Journal and Wrkbook, Vol. 2 - Chapter 9 - WAN Design
1. Wiich of the following are initial concerns in a WAN desi gn?
a. Determining whether data outside the conpany is accessed

b. Determ ning who is involved in the design fromthe custoner

st andpoi nt

c. Determining where shared data resides and who uses it

*d. Al of the above

2. Wien anal yzi ng network | oad requirenents, you should check worst-case
traffic load during what tine of the day?
*a. The busiest tine

b. The | east busiest tine

c. During network backups

d. After regular work hours

3. Wien designing the WAN, where should application servers be placed?
a. On the enterprise backbone

*b. Close to the users

c. Near the point of presence

d. Anypl ace the designer chooses

4. Which of the following is not a benefit of a hierarchical design

nodel ?

a. Scalability

b. Ease of inplenentation
*c. A flat topol ogy

d. Ease of troubl eshooting

5. I n nost cases, when designing the core |layer, your nain concern
shoul d be which of the foll ow ng?

*a. Efficient use of bandwi dth

Wor kgr oup access

Server pl acenent

Enterprise server placenent

Wi ch of the followi ng would be placed on the network backbone?
Server

b. Routers

Wor kst ati ons

Application servers
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VWi ch | ayer connects users into the LAN?
Wor kgr oup
Core
Access
Di stri bution

(¢

Wi ch | ayer connects a LAN into a WAN | i nk?
Di stri bution

Wor kgr oup

. Core

d. Access
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9. In a one-layer design, the placenent of what device becones extrenely
i mportant?

*a. Server

b. Router

c. Wirkstation

d. Switch

10. In a two-layer design, what device would you use to segnent the LAN
i nto individual broadcast donai ns?

a. Switches

*b. Routers

c. Hubs

d. Repeaters

Engi neering Journal and Wrkbook, Vol. 2 - Chapter 10 - PPP

1. Wiich of the following is the network-Ilayer protocol supported by
PPP?

a. Novell [IPX

b. TCP/IP

c. Apple Talk

*d. Al of the above

2. In a PPP frame, what field identifies whether you have encapsul at ed
| PX or TCP/ I P?

a. Flag

b. Control
*c. Protocol
d. FCS

3. Wien you're running PPP, LCP is responsible for which of the
fol | owi ng?

*a. Establishment, naintenance, and term nation of the point-to-point
connection

b. Mintenance of several |inks

c. Router updates

d. Conpression

4. \What type of handshaki ng occurs when PAP is the sel ected PPP
aut henti cation protocol ?

a. One-way

*b., Two-way

c. Three-way

d. Four-way

5. What command on the router can you use to check the LCP and NCP
states for PPP?
a. router> show interfaces



b. router(config)# show interfaces
*c. router# show interfaces
d. router(config-if)# show interfaces

Engi neering Journal and Wrkbook, Vol. 2 - Chapter 11 - | SDN
1. At the central site, what device can be used to provide the
connection for dial-up access?

a. Switch
*b. Router
c. Bridge
d. Hub

2. For which of the followi ng | ocations would | SDN servi ce not be
adequat e?

*a. A large concentration of users at site

b. Asmall office

c. A single-user site

d. None of the above

3. Protocols that begin with E are used to specify what?
*a. Tel ephone network standards

b. Switching and signaling

c. | SDN concepts

d. It is not used with | SDN

4. |If you want to use CHAP for authentication when using | SDN, what
protocol should you sel ect?

a. HDLC

b. SLIP

*c. PPP

d. PAP

5. On a router, which of the follow ng conmands do you use to set the
| SDN switch type?

a. Router> isdn switch-type

b. Router# isdn switch-type

c. Router(config-if)# isdn switch-type

*d. Router(config)# isdn switch-type

Engi neering Journal and Workbook, Vol. 2 - Chapter 12 - Frane Rel ay
1. How does Frane Relay handle nultiple conversations on the sane
physi cal connection?

a. It duplexes the conversations.

*b., It nmultiplexes the circuits.

c. It converts it to an ATM cel l

d. Miultiple conversations are not all owed.

2. Wiich of the follow ng protocols are used by Frane Relay for error
correction?

a. Physical and data-link protocols

*b. Upper-1layer protocols

Lower - | ayer protocols

Frame Rel ay does not do error correction

Wi ch of the followi ng does Frane Relay do to nmake its DLCls gl obal ?
It broadcasts them

It sends out unicasts.

c. It sends out multicasts.

DLCls can't becone gl obal
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4. Waich of the following is the data rate at which the Frane Rel ay
switch agrees to transfer data?

*a. Conmitted information rate

Data transfer rate

Timng rate

Baud Rate

Wi ch of the follow ng assigns DLCI nunbers?
The end user

The network root

A DLCl server

d. The service provider

oo a oo

6. DLCI information is included in which of the followi ng fields of the
Frane Rel ay header?

a. The flag field

*b. The address field

c. The data field

d. The checksumfield

7. Wiich of the follow ng does Frane Rel ay use to keep PVCs active?
a. Point-to-point connections

b. Wndows sockets

*c. Keepalives

d. They becon® inactive.

8. How does Frame Relay use Inverse ARP requests?

a. It maps | P addresses to MAC addresses.

b. It maps MAC addresses to | P addresses.

c. It maps MAC addresses to network addresses.

*d. It uses the I P address-to-DLCI nmapping table.

9. Which of the follow ng does Frane Relay use to deternine the next
hop?

a. An ARP table

b. AR P routing table

*

c. A Frane Relay map
d. An IGRP routing table

10. For which of the followi ng does Frane Relay use split horizon?
a. To increase router updates

*b. To prevent routing | oops

c. To raise convergence tines

d. Frane Relay does not use split horizon

Second Year Conpani on Guide - Chapter 1 - Review The OSI Reference
Model and Routi ng

1. Wiich OSl reference nodel |ayer best describes 10BaseT standards?
A. The data link |ayer

B. The network | ayer

*C. The physical |ayer

D. The transport |ayer

2. Wiich of the follow ng best describes the function of the transport
| ayer of the OSI reference nodel ?

*A. It sends data by using Aow control

B. It provides the best path for delivery.

C. It determ nes network addresses.

D. It allows for network segnentation



3. Wiich of the follow ng functions does a router use to relay data
packet s between networ ks?

A. Application and nedia

*B. Path deternination and switching

C. Broadcast and collision detect

D. None of the above

4. Which of the following are two basic types of dynanic routing?
A. Static and default

B. TCP and UDP exchange

*C. Distance vector and link state

D. None of the above

5. Wien all the routers in a network are operating with the sane
know edge, the network is said to have done which of the foll ow ng?
*A. Converged

B. Formalized

C. Reconfigured

D. None of the above

Second Year Conpani on Guide - Chapter 2 - LAN Switching
1. Wiich of the foll ow ng broadcast nethods does an Ethernet nedi um use
to transnmit and receive data to all nodes on the network?

A. A packet

*B. A data frane

C. A segnent

D. Abyte at a tine

2. What is the mnimumtine it takes Ethernet to transnit 1 byte?
A. 100 ns

*B. 800 ns

C. 51,200 ns

D. 800 microseconds

3. Characteristics of mcrosegnentation include which of the follow ng?
A. Dedicated paths between sender and receiver hosts

B. Multiple traffic paths within the switch

C. Al traffic visible on network segment at once

*D. A and B

4. LAN switches are considered to be which of the follow ng?

A. Miltiport repeaters operating at Layer 1

B. Multiport hubs operating at Layer 2

C. Miultiport routers operating at Layer 3

*D. Multiport bridges operating at Layer 2

5. Asymmetric switching is optimzed for which of the foll ow ng?
*A. Client/server network traffic where the “fast” switch port is
connected to the server

B. An even distribution of network traffic

C. Switches without nenory buffering

D. Aand B

6. In switching, the switch checks the destination address and
i Mme-diately begins forwarding the frame, and in swi tching, the
switch receives the conplete frame before forwarding it

A. store-and-forward; symretnc

*B. cut-through; store-and-forward

C. store-and-forward; cut-through




D. nenory buffering; cut-through

7. The Spanni ng-Tree Protocol allows which of the foll ow ng?
A. Routers to comunicate |ink states

B. Switches to communicate hop counts

C. Bridges to comunicate Layer 3 information

*b. Redundant network paths wi thout suffering the effects of loops in
t he network

Second Year Conpani on GQuide - Chapter 3 - VLANs
1. The phrase mcrosegnmentation with scalability neans which of the
fol |l owi ng?
*A. The ability to increase networks without creating collisions domains
B. The ability to put a huge nunber of hosts on one swtch
C. The ability to broadcast to nore nodes at once

Al of the above

D.
2. Switches, as the core elenent of VLANs, provide the intelligence to
do which of the follow ng?

A. They group users, ports, or |logical addresses into a VLAN

B. They nake filtering and forwardi ng deci sions.

C. They communicate with other switches and routers.

*D. Al of the above.

3. Each segnment connected to a port can be assigned to only
one VLAN.

A. switch; hub

B. hub; router

*C. hub; switch

D. LAN; hub

4. Which of the following is not an advantage of using static VLANS?
A. They are secure.

B. They are easy to configure.

C. They are easy to nonitor

*D. They automatically configure ports when new stations are added.

5. Which of the following is not a criterion on which VLANs can be
based?

A. Port I D and MAC address

B. Protocol

C. Application

*D, Al of the above are criteria on which VLANs can be based

6. Which of the following is a beneficial effect of adding a VLAN?
*A. Switches do not need to be confi gured.

B. Broadcasts can be controll ed.

C. Confidential data can be protected

D. Physical boundaries that prevent user groupings can be renoved.

Second Year Conpani on Quide - Chapter 4 - LAN Design

1. Wiich of the following is likely to cause congestion?
A. Internet access

B. Central database access

C. Video and i mage transm ssion

*D. All of the above

2. Wiich of the following is not a cause of excessive broadcasts?
A. Too many client packets |ooking for services



B. Too many server packets announci ng services
C. Too nany routing tabl e updates
*D. Too many network segnents

3. Aprimary data-1ink design goal is the selection of devi ces,
such as bridges or LAN switches, used to connect media to form LAN
segnment s.

A. Layer 3; Layer 2
B. Layer 1; Layer 2
*C. Layer 2; Layer 1
D. Layer 2; Layer 3

Wi ch of the followi ng specifications for 10BaseT is wong?
Data rate = 10 Mops

B. Max length = 400 neters

Si gnal i ng nmet hod = baseband

Media = Category 5 UTP

Wi ch of the following are benefits of inplenenting Layer 3 devices
n your LAN:

. Al'l ows segnentation of the LAN into uni que physical and | ogica

net wor ks

B. Filters data-link broadcasts and nulticasts and allows for WAN
connectivity

C. Provides logical structure to the network

*D. Al of the above
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Second Year Conpani on Guide - Chapter 5 - Routing Protocols | GRP

1. After a router determ nes which path to use for a packet, it can then
proceed with which of the foll ow ng?

A. A broadcast

B. Storing the packet in a routing table

C. Choosing a routing protocol

*D. Switching the packet

2. The success of dynam c routing depends on which of the follow ng?
A. Manual ly entering routes

B. Maintaining a routing table

C. Periodic routing updates

*D. B and C

3. routing protocols deternmine the direction and distance to any |ink
in the internetwork; routing protocols are also called shortest path
first.

*A. Distance-vector; link-state

B. Di stance-vector; hybrid

C. Link-state; distance-vector

D. Dynamic; static

4. Wiich of the following is not a variable | GRP uses to deternine a
conposite nmetric?
A. Bandwi dt h

*D, | GRP uses all of these.

5. To select IGRP as a routing protocol, which conmand do you use?
A. show igrp

B. router network igrp

C. enable igrp



*D. router igrp

Second Year Conpani on Guide - Chapter 6 - ACLs

1. Wiich of the follow ng conmands woul d you use to find out whether
there are any ACLs set on an interface?

A. show runni ng-config

B. show ip protocols

*C. show ip interface

D. show i p network

2. What do you call the additional 32 bits of information in the access-
list statement?
*A. Wldcard bits

B. Access bits

C. Zero bits

D. One bhits

3. Using Router(config)# access-list 156.1.0.0 0.0.255.255 is equival ent
to saying which of the follow ng?

A. "Deny ny network only"

B. "Permit a specific host"

C. "Pernmit my network only"

D. "deny a specific host"

4. \Wen you issue a permit entry into an ACL that is acconpanied by an
inmplicit deny all, all traffic except that listed in the pernit
statement will be denied.

*A. True

B. Fal se

C

D.

5. The show access-lists command is used to do which of the follow ng?

A. Monitor whether ACLs are set
*B, Monitor ACL statenents

C. Monitor ACL debuggi ng

D. Monitor groupings

Second Year Conpani on GQuide - Chapter 7 - Novell |PX
1. A Novell IPX address has 80 bits: 32 for the and 48 for the

A. network nunber; |P address
B. node nunber; MAC address

*C. networ k nunber; node nunber
D. MAC address; node numnber

2. Wen you configure an | PX network, you nmay need to specify an
encapsul ati on type on which of the follow ng?

A. Just the Novell servers

B. Just the G sco routers

C. Sonetinmes A and B

*D. Always A and B

3. Novell NetWare uses to facilitate the exchange of routing
i nfornmati on and to advertise network services.

A. NCP; RIP

*B. RIP; SAP

C. SPX; NCP

D. SAP; RIP



4. The syntax for configuring Novell IPX globally is which of the
fol | owi ng?

*A. i px routing [node]

B. router ipx

C. ipx route [node]

D. router rip

5. Fill in the commands: di spl ays | PX status and paraneters;
di splays the contents of the IPX routing table; and lists servers
di scovered through SAP adverti sements.

A. show ipx traffic; show ipx route; showipx routing activity

*B. show ipx interface; show ipx route; show ipx servers

C. show ipx interface; show ipx; show ipx servers

D. show i px; show ipx route; show ipx

Second Year Conpani on Guide - Chapter 8 - WANs
1. How many data paths are used by WAN data-link protocols to franes to
carry franes between systens?

A. Two
*B. One
C. Four

D. Undet er m ned

2. At what layer of the OSI reference nodel would you find the DCE or
DTE equi pnent ?

A. The network | ayer

B. The data link |ayer

*C. The physical |ayer

D. The transport |ayer

3. ACSUDSU generally is used as what type of equi pnent?
A. Router

B. DTE

C. Switch

*D. DCE

4. Which of the followi ng encapsul ation types is associated with
synchronous serial |ines?

A. PPP

B. HDLC

C. Frane Rel ay
*D, Al of the above

5 What encapsul ation type would you select for a link if speed were the
nost i nportant factor?

*A. Franme Rel ay

PPP

HDLC

SLIP

Devices that are |located at a service subscriber's site are referred
0 as what?

Cust omer owned equi pnent

Subscri ber devi ces

C. Custoner prenises equi pnent
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D. Subscriber prenises equi prment
7. The WAN path between DTEs is known as what ?
A. The link




B. The circuit
C. The channe
*D, Al of the above

8. VWhich WAN services can be used with a router?
A. Frane Rel ay

B. | SDN

C. PPP

*D, Al of the above

9. Wiich of the following is an exanple of a packet-swi tched protocol?
A. | SDN

*B. Frane Rel ay

C. PPP

D. HDLC

10. Which protocol does PPP use for establishing and nai ntaini ng point-
t o- poi nt connecti ons?

A. HDLC
*B. LCP
C. LAPD

D. Csco | ETF

Second Year Conpani on Quide - Chapter 9 - WAN Design

1. Which of the following are initial concerns in a WAN desi gn?
A. Determ ning whether data outside the conpany is accessed

B. Deternmining who is involved in the design fromthe custoner
st andpoi nt

C. Deternmining where shared data resides and who uses it

*D. Al of the above

2. Wien anal yzi ng network | oad requirenents, you should check worst-case
traffic load during what tine of the day?

*A. The busiest tine

B. The | east busiest tine

C. During network backups

D. After regular work hours

3. Wen designing the WAN, where should application servers be placed?
A. On the enterprise backbone

*B. Close to the users

C. Near the point of presence

D. Any place the designer chooses

4. Which of the following is not a benefit of a hierarchical design
nodel ?

A. Scalability

B. Ease of inplenentation

*C. A flat topol ogy

D. Ease of troubl eshooting

5. I n nost cases, when designing the core |layer, your nain concern
shoul d be which of the foll ow ng?
*A. Efficient use of bandwi dth
B. Workgroup access
C. Server placenent
D. Enterprise server placenment
Wi ch of the followi ng woul d be placed on the network backbones?
A. Server
*B. Routers



C. Wirkstations
D. Application servers

7. Which layer connects users into the LAN?
A. Wor kgroup
B. Core

*C. Access

D. Distribution

8. Wiich layer connects a LANinto a WAN |ink?
A. Distribution

B. Workgroup

C. Core

*D. Access

9. In a one-layer design, the placenent of what device becones extrenely
i mportant?

*A. Server

B. Router

C. Wirkstation

D. Switch

10. In a two-layer design, what device would you use to segnent the LAN
into individual broadcast donai ns?

A. Switches
*B. Routers
C. Hubs

D. Repeaters

Second Year Conpani on Quide - Chapter 10 - PPP

1. Wiich of the following is the network-Ilayer protocol supported by
PPP?

A. Novell |IPX

B. TCP/IP

C. Apple Talk

*D. Al of the above

2. NCPs are used by PPP to do which of the follow ng?
A. Establish |inks

*B. Encapsulate nultiple protocols

C. Convert packets into cells

D. Establish connections

3. In a PPP franme, what field identifies whether you have encapsul at ed
| PX or TCP/ I P?

A. Flag

B. Control
*C. Protocol
D. FCS

4. \When you're running PPP, LCP is responsible for which of the
fol |l owi ng?

*A. Establishment, naintenance, and term nation of the point-to-point
connection

Mai nt enance of several |inks

Rout er updat es

Conpr essi on

How nmany phases are involved in PPP session establishnent?
Two
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B. Three
*C. Four
D. One

6. What type of handshaki ng occurs when PAP is the sel ected PPP
aut henti cati on protocol ?

A. One-way

*B. Two- way

C. Three-way

D. Four - way

7. What command on the router can you use to check the LCP and NCP
states for PPP?

A. router> show interfaces

B. router(config)# show interfaces

*C. router# show interfaces

D. router(config-if)# show interfaces

8. Wien would PPP nost |likely be used at a | ocal workstation for
I nternet connectivity?

A. When the workstation is directly connected to a LAN

B. When the workstation is directly connected to a router

*C. When the workstation needs dialup access to the Internet

D. It will never be used on a workstation

Second Year Conpani on Quide - Chapter 11 - | SDN
1. What is the top speed at which | SDN operat es?

A. 64 kbps

*B. 128 kbps

C. 256 kbps

D. 512 kbps

2. How nany B channel s does | SDN use?
Al

*B. 2

C 3

D. 4

3. How nany D channel s does | SDN use?
*Al

B. 2

C 3

D. 4

4. \Which | SDN service provider nmust provide the phone nunber and what
type of identification nunber?

A. An SPPN

B. An SPIN

C. An SPDN

*D. An SPID

5. Wi ch channel does I SDN use for call setup?
A. The A Channe

B. The B Channel

C. The C Channel

*D, The D Channel

6. At the central site, what device can be used to provide the
connection for dialup access?
A. Switch



*B. Router
C. Bridge
D. Hub

7. For which of the followi ng |ocations would | SDN servi ce not be
adequat e?

*A. A large concentration of users at a site

B. Asmall office

C. A single-user site

D. None of the above

8. Protocols that begin with E are used to specify what?
*A. Tel ephone network standards

B. Switching and signaling

C. 1 SDN concepts

D. It is not used with | SDN

9. If you want to use CHAP for authentication when using |SDN, what
protocol should you sel ect?

A. HDLC
B. SLIP
*C. PPP
D. PAP

10. On a router, which of the followi ng commands do you use to set the
| SDN switch type?

A. Router> isdn swtch-type

B. Router# isdn switch-type

C. Router(config-if)# isdn switch-type

*D. Router(config)# isdn switch-type

Second Year Conpani on Guide - Chapter 12 - Frane Rel ay

1. How does Frane Relay handle nultiple conversations on the sane
physi cal connection?

A. It duplexes the conversations.

*B. It nmultiplexes the circuits.

C. It converts it to an ATM cel l

D. Multiple conversations are not all owed.

2. Wiich of the follow ng protocols are used by Frane Relay for error
correction?

A. Physical and data-link protocols

*B. Upper-1layer protocols

C. Lower-|ayer protocols

D. Frame Relay does not do error correction

3. Which of the follow ng does Frane Relay do to nmake its DLCls gl obal ?
A. It broadcasts them

B. It sends out unicasts.

*C. It sends out mnulticasts.

D. DLCls can't becone gl obal

4. Which of the following is the data rate at which the Frane Rel ay
switch agrees to transfer data?

*A. Conmitted information rate

B. Data transfer rate

C. Timng rate

D. Baud Rate
5

VWi ch of the follow ng assigns DLCI nunbers?



A. The end user

B. The network root

C. A DLCO server

*D. The service provider

6. DLCI information is included in which of the followi ng fields of the
Frane Rel ay header?

A. The flag field

*b. The address field

c. The data field

d. The checksumfield

7. Wiich of the follow ng does Frane Rel ay use to keep PVCs active?
a. Point-to-point connections

b. Wndows sockets

*c. Keepalives

d. They becon® inactive.

8. How does Frame Relay use Inverse ARP requests?

a. It maps | P addresses to MAC addresses.

b. It maps MAC addresses to | P addresses.

c. It maps MAC addresses to network addresses.

*d. It uses the I P address-to-DLCI nmapping table.

9. Which of the follow ng does Frane Relay use to deternine the next
hop?

a. An ARP table

b. ARP routing table

*

c. A Frane Relay map
d. An IGRP routing table

10. For which of the foll owi ng does Frane Relay use split horizon?
a. To increase router updates

*b. To prevent routing | oops

c. To raise convergence tines

d. Frane Relay does not use split horizon



